
Enhancing the RISC-V Trace Encoder to verify the control-
flow and code execution integrity

Anthony ZGHEIB, Olivier POTIN, Jean-Baptiste RIGAUD, Jean-Max DUTERTRE
and Pierre-Alain MOELLIC

RISC-V Summit Europe, Barcelona, Spain

June 6, 2023



Context - Fault Injection Attacks (FIA)

FIA are effective threats affecting the behavior of a program.
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Context - Trace Encoder (TE)

It compresses, at runtime, the sequence of discontinuities executed by the RISC-V
core, representing the program behavior, into trace packets.
Used by developers for debug purposes.
Embedded debug module designed by RISC-V foundation [6].
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Context - TE - Example

A packet is sent when an unpredictable discontinuity (target address is not known
from the binary code) is executed, e.g: a return instruction.
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Context - TE - Example

A packet is sent when an unpredictable discontinuity (target address is not known
from the binary code) is executed, e.g: a return instruction.

Is it possible to use the TE to check the program behavior and detect FIA?
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TE-based verification solution
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TE-based Solution features

Verification process starts when a packet is sent.
Navigation through static data and constitution of the program’s followed path.
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TE-based Solution features

Covered threats
Changing the return address of a function – Backward Edge Attacks (BEAs).
Instruction skip on a function call.

Limitation
Corruption of a discontinuity instruction (e.g bne => beq).
Corruption of any non discontinuity instruction.
Protection of the instructions execution till the first pipeline stage (Fetch stage).

What do we propose?
Enhancing the TE standard to cover more fault models.

Anthony ZGHEIB RISC-V Summit Europe 2023, Barcelona, Spain June 6, 2023 7 / 12



TE-based Solution features

Covered threats
Changing the return address of a function – Backward Edge Attacks (BEAs).
Instruction skip on a function call.

Limitation
Corruption of a discontinuity instruction (e.g bne => beq).
Corruption of any non discontinuity instruction.
Protection of the instructions execution till the first pipeline stage (Fetch stage).

What do we propose?
Enhancing the TE standard to cover more fault models.

Anthony ZGHEIB RISC-V Summit Europe 2023, Barcelona, Spain June 6, 2023 7 / 12



TE-based Solution features

Covered threats
Changing the return address of a function – Backward Edge Attacks (BEAs).
Instruction skip on a function call.

Limitation
Corruption of a discontinuity instruction (e.g bne => beq).
Corruption of any non discontinuity instruction.
Protection of the instructions execution till the first pipeline stage (Fetch stage).

What do we propose?
Enhancing the TE standard to cover more fault models.

Anthony ZGHEIB RISC-V Summit Europe 2023, Barcelona, Spain June 6, 2023 7 / 12



Enhancing the TE standard to improve fault coverage

A packet is now sent after each discontinuity instruction.
Signature modules are added to the circuit.
TE module adapted while respecting the retro-compatibility.

Anthony ZGHEIB RISC-V Summit Europe 2023, Barcelona, Spain June 6, 2023 8 / 12



Enhancing the TE standard to improve fault coverage

A packet is now sent after each discontinuity instruction.
Signature modules are added to the circuit.
TE module adapted while respecting the retro-compatibility.

Anthony ZGHEIB RISC-V Summit Europe 2023, Barcelona, Spain June 6, 2023 8 / 12



Enhancing the TE standard to improve fault coverage

Example - Code and Control-Flow Integrity (CCFI) mode
A packet is sent after each discontinuity with a Basic Block (BB)1 signature.

1 BB is a set of successive instructions where their execution is done consecutively and in order.
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Results
We simulated FIA and experimental EMFI on RV32IMC instructions and IBEX
RISC-V core on FPGA.
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TV for CFI 3 3 3 3 7 7

TV for CCFI 3 3 3 3 3 7

TV for CFEI 3 3 3 3 3 3

SFC: Skip on Function Calls
BEA: Backward Edge Attack
SBI: Skip on Branch Instructions
CDI: Corruption of a Discontinuity Instruction
CI: Corruption of any Instruction
PIE: Protection of Instruction Execution in the micro-architecture.
VL: Verification Latency
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Conclusion

The TE compliant solution [11] detects skip attacks on function calls / returns.
Solutions with the TE standard enhancement detect corruption of any
instruction (CCFI) [10] and attacks on microarchitectural signals (CFEI) [12].

No software overhead as the TV implementation does not modify the user
code nor the RISC-V compiler.
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Perspectives

The TE compliant solution [11] detects skip attacks on function calls / returns.
Solutions with the TE standard enhancement detect corruption of any
instruction (CCFI) [10] and attacks on microarchitectural signals (CFEI) [12].

No software overhead as the TV implementation does not modify the user
code nor the RISC-V compiler.

• Check how indirect calls could be treated in our approach.
• Enable the branch prediction feature.
• Upgrade the TE-based solutions to handle interruptions and core exceptions.
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Thank you for your attention!

This research is part of the Projet COFFI: ANR-18-CES39-003
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Comparison of our solution with related works
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No User Code Modification 7 7 7 7 7 7 3 7 3 4 4

No Compiler Modification 3 7 3 7 7 7 3 7 3 4 4

No Pipeline Modification 3 3 7 7 7 3 3 7 3 4 4

No Performance Overhead 7 7 7 7 7 7 7 7 3 4 4

Backward Edge Protection 3 3 3 3 3 3 3 3 3 4 4

Forward Edge Protection 3 7 7 3 3 (7) 7 7 7 8 8

Code Integrity 3 3 3 3 3 3 3 3 7 4 4

Code Execution Integrity 7 7 7 7 7 7 7 3 7 8 4

Code Confidentiality 7 7 3 3 3 7 7 7 7 8 8
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Our CFI Methodology

3 Steps
Static analysis of the binary application code (1).
Generation of metadata related to these instructions (2).
CFI Verification with external HW module (3).
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