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The world’s most active 
open-source silicon project

● @ RTL Freeze, chip-in-hand 2023, 

integrated upstream by EoY

● Transparent, flexible, high quality 

ecosystem – a resilient and 

growing coalition of partners

● This talk: the past, present and 

future of open secure silicon
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Past: Building an Open Silicon 
Coalition



● ~2018 Silicon Transparency Working Group chartered: lowRISC, Google & ETH Zürich
● Feb 2019 – First definition of Comportable IP; first use of standard, auto-gen’d documentation
● Jun 2019 – SystemVerilog style guide defined
● Jun 2019 – OpenTitan Technical Charter defines Steering Committee, Technical Committee roles
● ~July 2019 OpenTitan chartered: Silicon, Security & Software Working Groups established
● Aug 2019 – Continuous Integration running on every pull request
● Oct 2019 – Structured Hardware Development Milestones defined
● Nov 2019 – Public launch of the OpenTitan repository
● …
● Oct 2020 – Continuous Integration extended to include running tests on FPGA
● July 2022 - Integrated WG chartered
● July 2022 – regular Silicon Commons training for new starters established
● May 2023 – Silicon Commons delivers: open-source chip with 35+ IPs developed by 140 contributors from 

10 partners enables 2023 Engineering Sample tapeout with RTL freeze
● Ongoing – 10 partner organizations actively contribution to discrete and integrated top-level development

Key OpenTitan Milestones
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OpenTitan Discrete: the “Earl Grey” Top-Level

5Greg Chadwick, 6/8 @ 16:30: “ Building commercially relevant open source silicon: The many aspects of Ibex”

https://opentitan.org/documentation/index.html
https://opentitan.org/documentation/index.html


Individual 
Contributors

Monthly
● ~10 organizations
● 40+ contributors
● 100s of commits, issues, PRs
● 1000s of file changes
● 10,000s of individual edits

5+ Years (chartered 2018)
● 140+ unique contributors
● 13k merged PRs 

○ 20k commits
● 1.5M LoC (0.5M HDL)
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Steering Committee

Technical
Committee

Committers
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Problem: Scalable Open Silicon Development

Need to get quality, collaboration and consensus right – from the start

one skilled engineer
to develop a RISC-V core and 

open-source it

a team of engineers to verify the core and bring it to 

commercial maturity

multiple teams

of engineers
to design a chip around the core 

and deliver it to customers

multiple organizations 

with multiple teams

to develop and maintain the RTL, DV, 

firmware, & infrastructure for a 

complete open silicon ecosystem 
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Solution: The Silicon Commons

Collateral

● Extensive website

● Comportability

● Block documentation

● Top-level datasheet(s)

● Getting started guide(s)

● Open silicon partner training 

sessions and material

● How-to contribute guides

● …

Technology

● Automated code templating

and documentation generation

● Continuous integration

● Nightly regressions

● FPGA farm

● NewAE’s CW310, CW340 

development platforms

● Hyperdebug & opentitantool

● …

Processes

● Governance: SC, WGs, TC, 

Committers, PD

● Hardware development stages

● RFC process

● Yearly roadmap

● Tapeout Tech Leads

● On-call regression triage

● Certification-sensitive NDAs

● Trademark policy

● …

9

https://opentitan.org/
https://opentitan.org/book/doc/contributing/hw/comportability/index.html
https://opentitan.org/book/hw/ip/index.html
https://opentitan.org/book/hw/top_earlgrey/doc/specification.html
https://opentitan.org/guides/getting_started/index.html
https://opentitan.org/book/doc/contributing/index.html
https://opentitan.org/book/util/ipgen/index.html
https://opentitan.org/book/util/reggen/index.html
https://opentitan.org/book/doc/contributing/ci/index.html
https://opentitan.org/dashboard/index.html#top
https://rtfm.newae.com/Targets/CW310%20Bergen%20Board/
https://static.opentitan.org/technical-charter.pdf
https://opentitan.org/book/doc/project_governance/technical_committee.html
https://opentitan.org/book/doc/project_governance/committers.html
https://opentitan.org/book/doc/project_governance/development_stages.html
https://opentitan.org/book/doc/project_governance/rfc_process.html
https://opentitan.org/trademark-usage-policy/#:~:text=You%20may%20not%20use%20the%20OpenTitan%20Trademarks%20in%20any%20other,or%20social%20media%2C%20or%20packaging.


Silicon Commons: CI is a massive component
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color = job result
green: job completed successfully

yellow: job completed with warning

red: job failed or timed out

300+ jobs / day

15k+ tests / day

70+ hours / day

(and that’s just CI,

nightly regressions are separate)
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Present: Commercial Silicon



Discrete Shuttle RTL Freeze

Burndown: IP Blocks to M2.5
● >90% on nightlies + >90% coverage
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Tapeout and Engineering Sample Silicon

Discrete Engineering 
Samples August ‘23
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https://opentitan.org/documentation/index.html


OpenTitan as an Ecosystem Platform
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Future: A Design Ecosystem



OpenTitan Project Roadmap

Silicon WG

Software WG

Security WG

M4: “ES Tapeout”,
Backend complete, SHL

M1: “Feature 
Complete”,
IP @ D2, V1

M2: “RTL Freeze”,
IP @ D2/D2S, V2/V2S,
chip-level DV @ V2

ROM feature 
complete ROM_EXT feature 

complete

ROM_EXT hardening 
complete

Opentitan-tool 
feature complete

Lab feedback 
mitigations complete

Hyperdebug 
PCBA/integration

3rd-party security lab 
feedback complete 

(IP & ROM)
SCA/FI pentest 

infra 

Provisioning infra 
prototype

ROM E2E 
tests

DIFs
complete

Reproducible builds 
(Bazel)

ROM hardening 
complete

CryptoLib
feature complete
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ROM gold 
release

M3: “Gold Release”,
IP @ D3, V3

M5: “ES Sample Return”,
Secure Site Bring-up

Today: M2.5 ES RTL Freeze

OpenTitan Integrated WG (Type A, B)

OpenTitan PQC WG

X

2022 2023 2024

Integrated OT
Upstream



SPHINCS+ Verified 
Boot in ROM

● TC approved Jan 2023, implementation complete 

May 2023

● HSM integration for Eng Sample  discrete silicon

● Full L1 security parameters; ~12ms verification

● E2E & SPX+ reference test suites

● Hardware accelerated, hardened implementation
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Commercial 
Tapeout: Nuvoton

● Experienced TPM vendor

● Responsible for turning a commercial-quality design 

into a commercially relevant chip: analog components, 

security sensors and countermeasures; abstracted 

through AST, secure manuf. and bring-up

● Aligned w/ certification requirements, inc. MSSR site

● Manages the tapeout process w/ the foundry

● Partners w/ OpenTitan partners like lowRISC, Google 

and zeroRISC on final integration and test
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What Is OpenTitan Integrated?

● 1st new formal Working Group since project start
● Adapting the OpenTitan IP ecosystem a larger SoC’s secure subsystem
● Not a single design; SoC integration is highly variable: chiplets, mobile, consumer, IoT, IIoT, 

etc.
● Certification alignment: FIP 140-3 and PP-0117 19

https://docs.opentitan.org/hw/top_earlgrey/doc/


Integrated OT RoT (Type A): “Darjeeling” Top-Level
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Q & A

Key Takeaways

● Discrete design is done

● Eng Sample silicon this year

● Integrated upstream this year

● Scalable development model

● Broadly adopted ecosystem of IP


