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Abstract

e This work presents the design and validation of a compact and efficient RO-PUF/TRNG module, which combines ID generation and entropy source functionalities and can be
used as an essential primitive of a hardware RoT for RISC-V based SoCs.

e The design was encapusalted as an IP core to provide it with a high level of configurability, flexibility, and reusability.

e A comprehensive Software Development Kit (SDK) for online characterization, validation, and performance monitoring of PUF and TRNG quality metrics was also developed.

RO-PUF/TRNG IP module design
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Test System Implementation and Validation
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Conclusiones

e A security primitive with dual PUF/TRNG functionality, efficient in terms of resource consumption and speed of operation, was designed and provided with a standard
AXI4 interface for easy integration in embedded systems implemented on Xilinx Series-7 and Zyng-7000 devices.

eThe C-coded functions included in the SDK provide the RO-PUF/TRNG design with a self-assessment system to test and guarantee its performance by monitoring the
respective metrics of both of its functionalities.

e The evaluation results demonstrate that the design achieves excellent performance, making it suitable for inclusion into the RoT of RISC-V-based SoCs.
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