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OVERVIEW

Vitamin-V aims to develop a complete RISC-V open-source

This study evaluates how well hardware-based methods detect stack buffer overflow (SBO) attacks in RISC-V systems. We conducted software stack for cloud services with iso-performance to the
simulations on the PULP platform and examined micro-architecture events using semi-supervised anomaly detection techniques. The findings cloud-dominant x86 counterpart and a powerful virtual
indicate that for a malicious function comprising 1% of the application size, detection accuracies exceeded 90% for AES, RSA (with fixed prime execution environment for software development, validation,

K numbers), SHA, and Dijkstra applications. This approach presents compelling benefits that could enhance security of RISC-V-based systems. verification, and testing.

1. INTRODUCTION 4. EXPERIMENTAL RESULTS

= (Cyberattacks are among the top global risks [1]. — 10k executions: without attack ~ — Training
= Exploiting memory-corruption vulnerabilities is Y i _—[ 10k executions: without (50% .
P 5 | y P L Data-only  Control-flow with atta(ck (5)0%) — Testing
one of today's most common exploitation

methods [2]. I = Ranking of HPCs (1 is the most significative).
— Return-Oriented Programming (ROP)

= The detection of security breaches based on
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= Advantages of hardware-based SBO detection approaches [4]: RVC 2 2 2 2 2

oo . . ' PN is prime numbers.
"  Possibility of runtime detection;

_ . . . :
= Adaptability to code variants and zero-day breaches; The results are expressed as a function of the malicious function size.

Accuracy without autoencoder:
SIZE OF MALICIOUS FUNCTION = 10% m1HPC M2HPCs m4HPCs m8HPCs

= Resilience against subverting the protection mechanism;
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= Reduced detection costs.
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= Focus on semi-supervised anomaly detection techniques; SIZE OF MALICIOUS FUNCTION = 1%
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= Performance evaluation of four different classification models;
0.80
= Evaluation of an autoencoder to improve anomaly detection accuracy. o
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2. STACK BUFFER OVERFLOW ATTACK AES RSA RSA fixed prime numbers SHA Dijkstra

= |n AES, RSA with fixed prime numbers, SHA and Dijkstra, a malicious function size of 1%

= Characterized by non validated input overflowing a buffer allocated in the memory can be detected with an accuracy higher than 90%
stack, deviating the program execution to a malicious function.

= |n complete RSA, a malicious function size of 10% is needed to an accuracy higher than

* High memory

: | address | | 90% (randomness is a challenge).
Function Function Points to = LOF has accuracy of at least 95% with just 1 HPC and malicious function size of 1% (AES,
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SIZE OF MALICIOUS FUNCTION = 1%

3. METHODOLOGY "
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= Hardware performance Counters (HPCs) are 0.60

recorded at the end of the application et el | 0.4 i i O e e I‘ || i ol I o e s e
execution ol s OC-SYM LOF  IF EE OC-SYM LOF I EE OC-SYM LOF I EE OC-SYM LOF I EE OC-SYM LOF  IF EE
y HPCs AES RSA

RSA fixed prime numbers SHA Dijkstra
" Training machine learning algorithms with

randomized inputs allows for breach
detection with any input in the benchmark
applications.

= There is no significant gain with the addition of the autoencoder.

= (OC-SVM shows interesting benefits with autoencoder, while Elliptic Envelope mostly
decreases its performance.

3.1. Simulation environmental

= GVSoC simulator [5].

Detection based 5. FINAL CONSIDERATIONS

= Target applications including:
e £ = Good performance of the Local Outlier Factor (LOF) model.

» Benchmark applications ) i
= The randomness on RSA algorithm offers a challenge for detection.

» Vulnerabilities artificially inserted . . . . . .
Y = The autoencoder is not decisive in enabling attack detection.

—> Malicious code (Fibonacci number generator . . : . : .
( g ) = The detection performance is the main challenge, a potential solution combines

—» Function to read the HPCs software and hardware-based detectors.

3.2. Detection based on hardware * The approach offers advantages that may benefit RISC-V architectures, like runtime

* Implemented in Python using the Scikit-learn library. detection, code variants and zero-day breaches detection, resilience and reduced costs.

»  Feature selection:
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