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SoC design security “a posteriori” We consider threats from remote software and

All too often, the security of the SoC is not properly hardware attacks.
considered during the design stage [1] leading to The untrusted third-party components can perform

potentially introducing vulnerabilities. attacks:
o 1llegitimate bus requests,

o modifications of the memory contents,

Third-party components

Untrusted third-party hardware or software modules o modifications of the bus contents.
are introduced during design process.
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On a AMD-Xilinx Zynq SoC-FPGA (XC7Z020-CLG484), on a small system.

IPs LUTs FFs F_.. (MHz)
Base Protected % |Base Protected % |Base Protected %
Edge Sobel 2,785 2,702 +0.2514,355 4,357 +0.05|223 215 -3.59
Montgomery 4,863 4,001 +0.78(1,625 1,627 +0.15|100 104 +4.0
CV32A6 8,538 Future work --14,063 Future work --1180 Future work --

[1] EM Benhani, Lilian Bossuet, and Alain Aubert, “The security of ARM TrustZone in a FPGA-based SoC”. In:
IEEE Transactions on Computers, 68.8. (2019).

[2] Raphaele Milan, Lilian Bossuet, Loic Lagadec et al., “TrustSoC: Light and Efficient Heterogeneous SoC
Architecture, Secure-by-design”. In: 2023 Asian Hardware Oriented Security and Trust Symposium IEEE, 2023.

Lauthor.name@univ-st-etienne.fr, 2 author.name@ensta-bretagne.fr, 3carlos.lara@fundacio.urv.cat

= Laboratoire Université [ %
9) Hubert Curien = ] 2ean Monnet B e 0 [RISC-\/°
UMR =« CNRS = 5516 = Saint-Etienne saint-Etienne ’ s



