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RISC-V Verification Challenges

e Ultrahigh quality expectation
 ARM: 10* verify cycles per core

* RISC-V special requirements

e Custom instructions, ISA compliance,
architecture range

* Different cores, different needs |8
 Embedded vs App vs clusters, etc.

Common RISC-V verification “stack”

Performance/power profiling

SW Execution, OS Boot

System integration integrity

Core operation integrity

Micro-architecture functionality

ISA architectural compliance

Up & running “Hello World”

RISC-V Core Assurance Verification

Core Test Content

Random Instructions

Do instructions yield correct results

Register/Register Hazards

Pipeline perturbations dues to register conflicts

Load/Store Integrity

Memory conflict patterns

Conditionals and Branches

Pipeline perturbations from synchronous PC change

Exceptions

Jumping to and returning from ISR

Asynchronous Interrupts

Pipeline perturbations from asynchronous PC change

Privilege Level Switching

Context switching

Core Security

Register and Memory protection by privilege level

Core Paging/MMU

Memory virtualization and TLB operation

Sleep/Wakeup

State retention across WFI

Voltage/Freq Scaling

Operation at different clock ratios

Core Coherency

Caches, evictions and snoops

Random Instruction Test and Coverage

File Tests View Preferences Select Window
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asm volatile("fadd.d
asm volatile("fcvt.w.s
asm volatile("fclass.d
asm volatile("feq.s
asm volatile("feq.s
asm volatile("slti

asm volatile("flt.s
asm volatile("fclass.d
asm volatile("fsgnjn.d
asm volatile("fclass.s
asm volatile("or
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"sd x31, 232(sp) \n\t"
"1i t0, %[addr] \n\t"
To "sd sp, 0(t0) \n\t"
:: [addr] "i" (trek_mem ddr+0x0dd09640)
: "t0");
asmlnstrs-l asm volatile("sltiu x29, x18, 29 ")
asm volatile("divu x1l6, x31, x16 ");
asm volatile("fmv.s £31, fl6 "); . . .
asm volatile("sllw x5, x26, x21 "); Ra dol I l eg Ste St t 0 S
asm volatile("fsgnjx.d f18, f8 , f12m"); n r I r In ruc I n

f8,

x27,
x29,

x0,

x28,
x19,
x13,
x26,
£19,
x29,

fo , f2");
£12 ") ;
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Coverage Analysis

Display

Atomics, loads
and stores not
reachable in
register only test

/

* Coverage shows 27 out of 103
reachable opcodes not exercised

 Atomics, loas & stores not reachable
in randomized register test

Advanced Core Level Testing Examples: Coverage Multiplication

Core Exception Tests

sendIinterrupt.2

sendinterrupt.3

sendinterrupt.4

checkinterruptCount.1

Core Integrity: 1 Core, 4 HART Resource Tests
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cpu_0 | b F
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TO T1 T2 T3 doCheck.9 trek_mem_ddr+6x1989ae8 (0x7cd bytes)
doCheck.7 (| doCopy.20 doCheck 1 doCopy.10 0x00000000: ff72069f bbd852ac 373555b7 67ad4el8a
v
doCheck.2 doCopy.25 =8 doCheck.8 doCopy.21 4 > 0x00000010: 6fc8b8cf 43b33477 a78a0feb 2fbe5b5c
oCheck k.63 doCheck.12 doCheck.3
Test Source
doCheck.d " doCopyIT——#| doCopys
) doCheck. 9
doCheck.5 ism_.——— doCopy.6
doCopy.7 doCopy.1 doCopy.31 1/ dd:heck.?
trek write32 shared(0x7, trek cpu 0 T0 state);
doCopy.2 doCheck.10 doCopy.12 doCheck.45 } - - - - =
doCheck.11 doCopy.13 doCheck.16 doCopy.3 case (0x7): { // wait for doCheck.8
b if (trek read32_shared(trek _cpu 0_T2_state) < 0x6) break;
» trak o2+ ewvent(n Nx9) - [l leyent:Nx9 acent:crn 0 _thread: TN _instance:doChack 9
5 il P L.
multiOp.4 c007FE e.2 ti
multiOp.5 & TrekDebug 2.02beta: conerency-riscvbd-core2@centost
Tests
multiOp.6 B-@E &5
doCopy.3 OeffEE | 0x00001ff0: 780S0aba  71Sa79%b be7sffes docbaed2 |
doCheck2 || | e
doCopy.4 ‘ wapO: 2
checkSet.1 // swapOne.2
trek_c2t_event(0, 0x38); // [event:0x38 agent:hart0 thread:T0 instance:s
writeSet.1 /* tbx: trek _message("Begin swapOne.2"); */ est Sou
multiop.7 /* Swapping Pages: trek_mem_ddr+0x0dd0a000 and trek_mem_ddr+0x0dd09000 */
. const trek_uint64_t addrA = trek _mem_ ddr+0x0dd0a000ULL; /7
multiOp.8 const trek_uint64_t addrB = trek mem_ ddr+0x0dd09000ULL;
apOne // Find table entries for each address.
P trek_uint64_t* const ptel trek_find_pte(addra);
sFenceVMA.2 trek_uint64_t* const pte2 trek_find_pte(addrB);
const trek_uint64_t entryl = *ptel;
dekkerOp.2 const trek_uint64_t entry2 = *pte2;
dekkerCheck.2 // Insert the new table entries with addrA and addrB swapped.
2 ptel = entry2;
writeSet.2 pte2 ntryl;
trek_c2t_event(0, 0x39) // [event:0x39 agent:hart0 thread:T0 instance:s
/* tbx: trek_message("End swapOne.2"); */
trek_write32_shared(0x17, trek_hart0_TO_state);
break;
}
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‘ Page fault mis-match in RISC-V SoC

‘ RISC-V fence instruction specification misunderstanding
;‘ Coherent Mesh Network (CMN) programming issues
‘ Misconfigured ARM CMN pin to enable coherent traffic
7‘ DDR model unable to handle AXI "wrap" transactions

Core Page-Based MMU Tests
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Core Load/Store Tests

Synthesized vs Template RISC-V SystemVIP

Al Planning Algorithm
Test Suite Synthesis SystemVIP

0000000

Constrained Random Generation
Traditional Templated Tests

O legal state
. illegal state
. target state

Al planning algorithms, Compounded cross tests, Concurrent test scheduling
Synthesis amplifies coverage and bug hunting

RISC-V SoC Ready Verification

SoC Test Content

Test Cores/Fabrics/Memory controllers across DDR,
OCRAM, FLASH etc

Random Memory Tests

Random Register Tests Read/write test to all uncore registers

System Interrupts Randomized interrupts through CLINT

Multi-core execution Concurrent operations on fabric and memory

Memory ordering For weakly order memory protocols

Atomic operation Across all memory types

System Coherency Cover all cache transitions, evictions, snoops
System Paging/IOMMU

System Security

System memory virtualization

Register and Memory protection across system

Power Management System wide sleep/wakeup and voltage/freq scaling

SoC Cross Test Compounding Multiplication
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Test Examples That Reveal Hard-to-Predict Bugs

Atomics Tests
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File Tests View Preferences Select  Window
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[Cmcscwaae | fi [wmcas | [ Cemeean s
ERERN [ | E[ | [eessn // multiop.19
e R I )
I I e trek write32 shared(0x7, trek hartl Tl state);
[t o ——— e = - - - - -
------ }
uuuuu | = [worn | case (0x7): { // wait for sync tasks
e == == e | [ | [ if ((trek_read32_shared(trek_hart2 TO_state) < 0x10) || .
..... I l [Temicciean | (trek_read32_shared(trek_hart3_TO_state) < 0x8) | | IVl e l I IO ry O r e rI n g Te StS
e | === I*::::" (trek_read32_shared(trek_hart3_T1_state) < 0xf)) {
[ maore ] b [ ewers | [Cemtean break;
mieschect a0 | & TrekDebs - o x
il T v Pr Select Window
B-@Re @ 222 EB AAA [ | ee in | coherencyri I | (][> |7 Maten case
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harto hartl ha rt3
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ez [t | [ | [ | [Camors ] o] e ]
(=m0 |l | oo | [aw] CE70 | T |
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— e e Il | dekkercheck. 19
[[ttcimaas | // dek’ an
[[omworn | [ aitwora_| [Cotiwaran ] é 0.2b
e | [ - el — Fm ! e Tests View preferences Select ind
T - } e Tests vew Preferences Select Window
77@777 ase B-@E e 202pEB AKA | = ¢  Find: in | coherency-riscve4-moesistates.c ][+ ]
| [ | — e
) [[satwern | t2
[eaees ] -m [t } 0 (0x4 byt
% ol M f— case harto hartl hart2 hart3
EliElii i n n o " (0x4 byt
S| -m e i [atmentar | t1 11 | [meoes | miiop13| ~[[mopa
— Hel==l | — (il | (e =0
e | | [ ] ] i maions | [makorst] raionss
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[aetercheceas | mukiop.16 mulioy mutiop.34 ¥
multiop.6 | | mukiop.17 multi /
} [ mukiop7 | [miopa1. ] ki [ mutiopas multioOp.36
mwopsel——— — D // multioOp.36
m' mukiop.21 trek write32_shared(0x8, trek_hart0_TO_state);
— T — }
— .y x" I, case (0x8): { // wait for multiOp.35
mukiop.26 35
" S 1 w:“r// if (trek_read32_shared(trek_hart3_TO_state) < 0x7) break;
EEEEEEEEEEEEEEEEEEEEEEEEEEEE motionzs| [mukiopsi p] trek c2t_event(0, Oxb); // [event:0xb agent:hart0 i
muiop.27 /* tbx: trek _message("Begin multiOp.36"); */
mukiop.42 F—_ [ mution.2s | // memAllocSingle with 0x1 blocks of 0x4 bytes
ﬂMm // pss_top.moesiStates.EXCLUSIVE to MODIFIED 8 i / pss_top.oj
mukiop. — — = — = —
e — oD  — // trek_copy_memory_block(trek_mem_ddr+0x0££f9503c, trek _mem ¢
T 7]...&:,4: [ trek_write32(trek_read32(trek _mem ddr+0x0£f9503c), trek mem ¢
trek_c2t_event(0, 0xc); // [event:0xc agent:hart0 i

/* tbx: trek _message("End multiOp.36"); */
trek write32_shared(0x9, trek_hart0_TO_state);
break;

}

 Memory locations of multiop.36

Bugs and Coverage

Examples of Recent Bug Discoveries

SO P

Common cache line access reveals deadlock

Custom instruction bugs discovered by stress tests

Results mismatch with ultrawide address strides

Incorrect exception for guest virtual address[63:38] = Ox1ffffff

Bad mcause value for guest physical address[63:31] != 0x0

ortexal5[0]::axi_m<-->cci400::53_AC
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Coherency Coverage
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