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$ ./cheribuild.py --include-dependencies run-riscve4-purecap
[...]
Copyright (c) 1992-2020 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
The Regents of the University of California. ALl rights reserve d.
FreeBSD is a registered trademark of The FreeBSD Foundation.
FreeBSD 13.0-CURRENT #0@ ea69211ldcc-cl(master)-dirty: Thu Dec 3 13:22:10 UTC 2020
jrtc4@zeno.sec.cl.cam.ac.uk:/home/jrtc4/cheri/build/cheribsd-riscv64-purecap-bui
clang version 11.0.0 Chttps://github.com/CTSRD-CHERI/11lvm-project.git ca275db7edb8f¢
CHERI hybrid kernel.

L]
FreeBSD/riscv (cheribsd-riscve4-purecap) (ttyu®)

Fetch Execute Commit
&TI;?
Fetch 1 FPU H

Y

Fetch 2 n
ALU/CAP

LA 4
Fetch 3
127
Decode
12
Rename

Commit

egister File/Forwarding

Prominent Issues
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Architecture

Specification for clarity & verification

CHERIoT

Collaborating and converging
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Capability Hardware Microsoft Research’s instantiation of | . -
Enhanced RISC Instructions: CHERI for embedded microcontrollers. |=t@ndardisation goais.
CHERI Instruction-Set Architecture Formal executable model Lift limitations (small address
(Version 9) EXCGFptS used in ISA version 9 Bespoke software stack allows use of SIZG)

Used in tandem verification with
hardware and simulators via
TestRIG

Supports rv32/rve4

more experimental features. Integrate with specification for
rvo4

Custom "CHERIoT RTOS” Generalise to further use-cases

Support all the features (as

another extension)?

e Architecture-neutral CHERI
specification, with application to
CHERI-RISC-V

e Justification of design decisions

e Paths not taken

Experimental/hypothetical extensions

Emphasis on compartmentalisation and
minimising trust.

SRI International Parts of this work were supported by DARPA (HR0011-18-C-0016 “ECATS”) and Innovate UK ISCF DSbD (105694).

G CHERI



