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FLUSH+RELOAD [2]
Known cache attack on inclusive caches
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Target SoC cache architecture: Quad-core C910

 Real world SoC based on quad-core C910 RISC-V CPU
 L2 cache is unified, core shared and inclusive
 Vendor ISE specific low-privilege cache flush instruction can be misused 

for FLUSH+RELOAD [1]

Demonstration of a known cross-core cache side-
channel attack on a real world RISC-V SoC, running a 
contemporary OpenSSL RISC-V implementation of AES.

Abstract

After multiple measurements the unlikely round key bytes can be exluded, indentifiying the 
last round key bytes thus the secret key
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FLUSH!

Memory access? Measure access time!

Victim process Attacker

1. Attacker flushes target cache line from cache
→ Inclusiveness causes flush from all cache levels

2. Attacker waits for victim to execute
3. Attacker measures own access time to target cache line

→ fast access: Victim accessed cache line meanwhile
→ slow access: No access by the victim meanwhile

→ Attacker infers victim’s memory access patterns!

Wait a minute! attack on AES T-table implementation [3]

 Known ciphertext attack against AES T-table implementation, using FLUSH+RELOAD
 T-tables: large lookup tables, with fixed, precomputed values to speed-up AES, residing 

in shared memory
 T-tables likely found in field, as target SoC does not feature any crypto extensions
 Recent OpenSSL features AES T-table implementation optimized for RISC-V [4]

Conclusion

With regard to security, known problematic design choices were 
made again.

What can be done about it?

 Don’t introduce low privilege cache flush instruction in ISE [1].
 Disable cache flush instruction on affected SoC [5].
 Adopt crypto extensions to prevent use of AES t-table 

implementation or use more secure software implementations.
 Beware of security implications of microarchitectural 

design choices.

FLUSH+RELOAD timings measured cross-core on target SoC

Principle of the Wait a minute! attack
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.section .rodata
AES_Te0:

a56363c6, 847c7cf8, 997777ee, 8d7b7bf6
0df2f2ff, bd6b6bd6, b16f6fde, 54c5c591
50303060, 03010102, a96767ce, 7d2b2b56
19fefee7, 62d7d7b5, e6abab4d, 9a7676ec
45caca8f, 9d82821f, 40c9c989, 877d7dfa
15fafaef, eb5959b2, c947478e, 0bf0f0fb
ecadad41, 67d4d4b3, fda2a25f, eaafaf45
   ...       ...       ...       ... 

sub bytes

shift rows

Sbox embedded inside t-table

Table lookup causes cache footprint!

AES round key 10
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Victim executing AES round 10 Attacker launching wait a minute!

Attacker observes victim access to t-table entry 
with cache line granularity.

byte(s) of 
unaccessed entry 

ciphertext byte(s)

If the observed cache line was not accessed during 
all 10 rounds of a whole AES block encryption, the 
attacker can infer unlikely last round key bytes.
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