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● This work presents a study to investigate the feasibility of using the RoT as a coprocessor to enforce CFI policies, enabling the possibility of 

implementing any CFI scheme without designing and integrating custom hardware monitors. 

● CFI coprocessors embedded in the RoT take advantage of tamper-proof memory and cryptographic accelerators to enhance the security 

guarantees provided by the CFI enforcement scheme. We prove our solution by extending the architecture of a SoA RISC-V SoC [1]. 

● Open-hardware platforms are becoming widespread in safety and 
security-critical systems [1]. Modern designs enhances platform 

security implementing Control-Flow Integrity (CFI) extensions to 

address threats posed by code reuse attacks. 

● This paper introduces an innovative co-processor-based 

architecture where the OpenTitan Root-of-Trust (RoT) encodes 

custom CFI policies in its 32-bit Ibex core. 

● This approach avoids the area overhead associated with the 

integration of a separate security monitor, and it maximizes the 
utilization of the RoT. 

Motivation and Contribution

● We assume the CFI Mailbox cannot be tampered by other entities 

in the SoC, and only the CFI stage and OpenTitan can access it. 

Additionally, we assume the RoT private memory is intrinsically 
secure and inaccessible by any party other than the Ibex 

microcontroller. 

● Our system uses the internal RoT scratchpad to store sensible 

information, such as the shadow stack and it exploits its 

cryptographic accelerators to secure metadata that are spilled to 
insecure memory locations. 

Security Implications & Assumptions

Summary of Findings
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