
INSTITUT D’ÉLECTRONIQUE ET DE TÉLÉCOMMUNICATIONS DE RENNES

Context: SEC-V project

Side-channel attack hardware detection
module added to RISC-V core

CVA6 enhanced with a µ-decoding unit Detection module

• Novel approach to monitore HPCs decdicated to side-
channel detection

• Hardware approach → low timing overhead

• Side-channel attacks [2-3] detection accuracy

Juliette Pottier¹, Bertrand Le Gal², Maria Méndez Real³, Sébastien Pillement¹

¹IETR, Nantes Université, Nantes, France

²IRISA/INRIA, Université de Rennes, Lannion, France

³Lab-STICC, Université de Bretagne Sud, Lorient, France

Contact:  juliette.pottier@univ-nantes.fr

Convention: ANR-21-CE-39-0017 

May 12-15 2025 RISC-V Summit
Europe, Paris, 2025

Security strategies:

➢ Monitoring : detection of contexts favorable to side-channel attacks
and/or covert channels

➢ Dynamic management : micro-architectural defenses and micro-
decoder

➢ Deployment of a complete solution from detection to countermeasure
on target, while preserving performance

• CVA6’s Features [1]:

o ISA: RV64GC

o 6-stage pipeline partially out-of-order (Execute Stage)

o Single issue

• Detection module Features:

o FSM: Bypass/Microdecoding state

o ROM: contains 32-bit microinstructions sequences

o FIFO: interfaces with the Issue stage

o 5 internal registers dedicated to temporary data storage

• Hardware cost evalution:
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WP 3 – Dynamic control of the architecture adaptation

Detection of abnormal behavior

Dynamic code transformation unit control

WP 1 – Dynamic code transformation unit

On-the-fly decoding modification/alteration 

Dynamic instrumentation

Instruction set tailoring/customization/adaptation

WP 2 – Micro-architectural modifications

Alternative approaches to traditional caches (scratchpads, TCM) 

Dynamic cache management

Inserting execution noise (access instructions for example)

WP 4 – Prototype and evaluation

Inclusion in the CVA6 core of the OpenHW Group

Assessment (indicators and metrics) of security levels
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