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● Previous research focus on accelerate Post-Quantum 
Cryptography (PQC) schemes, using custom ISA extensions [1]

● This work evaluates RISC-V Bit Manipulation (B) and Vector 
(V) ISA extensions for NIST PQC standards, ML-KEM[2] and 
ML-DSA[3].

● Comparison between reference and optimized 
implementations from Zhang et al. [4] using BV extensions.

● Analyze performance gaps between hand-optimized and 
compiler-generated code (auto-vectorization and auto-bit 
manipulation).

Motivation

ML-KEM

● Hardware:
○ Single-issue Sargantana RV64GBV core [5]
■ 128-wide SIMD unit supporting RVV1.0, LMUL ≤ 1
■ Support for Bit Manipulation (B extension)

● Optimized Cryptographic Primitives:
○ Keccak (SHA3 primitives): Benefits from Bit Manipulation
○ Number Theoretic Transform (NTT): Benefits from Vectorization

● Compilation and Execution Tools:
○ Use of gcc 14.2 for hand-optimized and compiler-generated code
○ Use of Xilinx Alveo U55c FPGA at 25MHz clock frequency

Methodology

ML-DSA

● AutoVecNR: Auto-vectorization, no register renaming.
● AutoVecR: Auto-vectorization with register renaming.
● AutoBitMan: Compiler-generated bit manipulation instructions.
● OptScalar: Hand-optimized scalar code [4].
● HandBitMan: Hand-optimized bit manipulation code [4].
● HandVec: Hand-optimized vector code [4].

Configurations
● Manual vectorization and bit manipulation significantly outperform 

compiler-generated optimizations.
● Compiler auto-vectorization shows limited impact against scalar 

reference version.  
● Register renaming gives minimal benefit (~0.02×).
● As Keccak implies >50% of execution cycles, auto-bit manipulation 

achieves higher speedups than auto-vectorization.
● Full potential of RV64GBV extensions is only realized through 

manual optimization:
○ Up to 84.3% improvement (Decapsulation k768) over optimized-

scalar code.

Conclusion
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