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I . // Initialize: regs[1] ==regs[17], // Initialize: regs[1] ==regs[17],
S U pe rlo r * reis[2] = reis[lS], re§5[2] == reggs[18],
. rﬁe‘:gsﬁ% j:oregs[w], regsﬁ} iire(:)gs(gw],
d [ ° AUtomatlc re§S[2] * OxOs re§5[2] == OxO’
1 I t t . . // Original instruction // Original instruction
¢ n ro u c IO n — On|y a universal pro perty to check - Se|f_con5|stency ADDgregs[3],regs[l],regs[2] // regs[3] = regs[1] + regs[2] ADDgregs[3], regs[1], regs[2] // regs[3] = regs[1] + regs[2]
I d d t f . h 't t I d t 'I // Semantically equivalent sequence // Semantically equivalent sequence
. . . - N epen ent oT Mmicroarchitectura etalls SUB regs[20], regs[17], regs[17] //regs[ZO]z_O SUB regs[20], regs[17], regs[17] //regs[ZO]iE)
Processor Verlﬁcatlon 15 hard . . zgﬁ regsﬁ;}: regsﬁ%:regsgﬂ x regsﬁé}Zreg%[[ll’/?]Jr regs[18] zgg regsﬁg: regsﬁ%: regsgﬂ x regsﬁ;}=regi[[ll7?]+ regs[18]
« Highly complex microarchitectural optimizations — Requires low manual effort and low formal expertise T — S Y —
« Simulation inadequate * Robust Figure 6: Insight
« Formal verification — Symbolically enumerates all programs up to n instructions
Requires manual specify all desired properties . Quick — Correct processor execution of both original and semantically
L : : _ _ o equivalent instruction sequences should result in consistent ar-
—Requires in-depth microarchitectural knowledge — Finds the shortest possible bug trace from an initial state .
. _ . _ . chitectural states
— Requires high verification expertise . Agile
: : R it Synthesis |
—Time-consuming and error-prone o i e | i
— 60X productivity ' originat nstuction] ||| pormat semantc ||| 7| HPFCECIS :
« Consumes > 50% of design effort, yet only 24% of projects were | e RS e I i
: s - Effective (vs. Traditional methods) e T e —— o
able to achieve first silicon success [ Componen JJ - eomatsoman J e e | |
— Modern processor designs have become substantially more — 100X reduction in time
complex, while supply chain challenges, including global com- — 10X reduction in bug trace length i ,nterr}ediate oY e P E—— i
- ey . | Format QED Module: EDSEP-V || Original Instruction: I
petition and geopolitical risks, have shortened development : EDSEP-V Transformation |+ | SUB rd sl rs2 !
| X Transformation | Equivalent Program: | |
timelines, thereby creating an urgent demand for innovative odel Checker - IR |

3. Limitations of Current Re-

|

e bmdgmiraninatindd BugTrace Processor Verification with SEPE-SQED!
76%
40%-50% |17~ = search Figure 7: SEPE-SQED
IIIIIII . - 'I H . , . . « Counterexample-Guided Inductive Synthesis based on the High-
ey, EETiRpmm  Tam -‘ﬂ” £ Logic bugs in a processor can be categorized as: est Priority First (HPF-CEGIS)
Percentage of verification effort in development Required number of spins * Single-instruction bugs —_ Using heuristic Synthesis to find instruction sequences seman-
— It depends on the specific opcode and operands, independent tically equivalent to the original instructions
Figure 1: Wilson Research Group Study Results of program context * Prioritize selecting instructions that are semantically close to
— Activating the bug and propagating it to program-visible states the original instruction as synthesis elements
occur within a single instruction * Dynamically adjust priorities based on feedback mechanisms

2. Formal Verification Trans-  -Multipleinstruction bugs T re—

— Program context is relevant

formation: Sym bOIiC QUiCk — A sequence activates the bug, and then an instruction propa- o

Construct sub-libraries from the component library ‘

I ' |
. o o Increase : . . .. Increase
gates it to program-visible states choice weights Select the sub-library with the highest priority exclusion weights
- | l
E r ro r D Ete Ct I o n (S Q E D) S)Lr)‘grljr_uijn:truc“on bug: ADD opcode and zero Multiple-instruction bug: two consecutive multiplication instructions Success CEGIS No
ADDI [1] [0], Ox4 // [1]=0x4 regs[3], regs|1], regs executed correc Equivalent
ADDI [332[21, [582[01, oiz /! igi[z]ioiz KASEH 9ol3], regell], regslZ] x ETJL;LE Aot actt:ivited R / Program P / |
QED (Quick Error Detection) + BMC (Bounded Model Checking): S o ey || 1Lt reasiS). ege{17) regs{]// MULH executed corecly Timon
ADD regs[5], regs[1], regs[2] /7'1egs[5]=0x6 || NULH regs[3], regs[1], regs[2] ~ // Bug is activated
 QED is a technique that converts original tests into QED family Ao regeto) regeldl regel] A reds OO UL reqsf19).regs[17).regs[18] // Bug oceurs: the source operand is corrupt Exceed the threshold 7> Yes—+ Ead )
tests: Figure 4: Logic bug type
Figure 8: HPF-CEGIS
Step 1 Step 2 . . .
e —_— ? SQED cannot detect single-instruction bugs!!!
e ? = ‘1) Velidavion Progran regs[2J-regs{0}regs{1]
regs2regsl0}rees{1] P . . . . . . . .
v e [l — - p——— — « Single-instruction bugs affect original and duplicate instructions
reps 7 reesll7 regs[19]-regs{18]-egs{19] . .
Gz el in a QED test in the same way
o
Step 3 Check regs[0] == regs[16] ? . e . . 5 E I t
Check ess T —ress 1717 — Original and duplicate registers always hold the same value, . valuation
regsregsl0reas(1 Check regs[2] ==regs[18] ? . .. .
o W Check s3] = res(19] thus maintaining self-consistency
sy (S « SEPE-SQED detected all injected logic bugs
Step3 - -———— QED-consistent ::= A,_%)_lregs[i] ==regs|[i + E] ol oy . .
convin GG : —  Exhibiting shorter bug detection time and bug trace length for
Original mode
ADDI regs| 1], regs[0], 0x4 // regs[]_] = 0x4 Some bu S
. ADDI regs|2], regs[0], 0x2 Il 2] = 0x2
Flgure 2: QED ADDI re§5[3|. reisl()l.()x() /l :282{3} = oio g
ADDI regs|[4], regs[0], 0x0 Il regs[4] = OxO0 Check regs[1] ==regs[17] v
— Partition processors’ “locations” (memory, registers) into origi- S bk X e - N TR — e T g R
. . . Check regs[4] == regs[20] v ) Subtraction of two register types 1436.46s )
naland duplicate spaces, with a one-to-one correspondence be- I e %‘é% E}.{Emmgf{ R e
ADDI regs , regs[16], Ox regs = 0Xx _ %tw¥sc 0 h‘,vo rcglst.cr types 1765.66s 1500 m
tW een .th em \DDI regs| 18], regs[16], 0x2 // regs[18] = 0x2 s i s P ?L“;D Eiﬁ‘n‘if\ﬁffl two register types 373707(;729; ] . I R [\
ADDI regs[19], regs[16], 0x0 /l regs[19] = 0x0 SLTU | Set if Less Than, Unsigned 2437:103 - él.;;-g. :“ “ g
.. . . . . . . . ADDI regs[20], regs[16], 0x0 /1 regs[20] = 0x0 SRA Shift Right Arithmetic 76.50s - —g l ‘ ?
— Each original instruction is paired with a duplicate, operating \DD regsi21], regs{17], regsl 18] // regs[21] = Ox6 | e oyl I R
ADD regs|22], regs[19], regs[20] [/ regs[22] = OXffff SLLL | Shift Left Logical Immediate 1837.115 "
On Se pa rate halves Of the Spa Ce :aj\l 2{1;lrlcli§f)lztiArilhmcticImmcdiatc 2885;6425S
— During testing, a functionally correct processor transitions be- Figure 5: False positive of self-consistency verification Single-instruction bugs detection Multiple-instruction bugs detection
tween QED-consistent states, where values in the original and
duplicate spaces are identical — Insufficient detection of all types of logic bug Figure 9: Experimental results on the RISC-V out-of-order superscalar processor
RIDECORE
« BMC tool automatically explores all valid symbolic original in- * Broad operand range impairs simulation
structions * Non-universal formal properties are dependent on microar-
« The QED module in the pipeline’s fetch stage transforms the orig- chitectural details
. . . . . . . L 4
inal instruction into a duplicate and dispatches them into the 6 C I
P P - onciusion
pipeline
« self-consistency universal property: Q F D-ready = QQE D-consistent . . » The first proposition of a universal property to cover
e | 4, COntrlbUtlcn all types of logic bug in a processor
fetch next
L ext_instr — Eliminating the need for manually writing complex
original
enable . . . - . .
,, »  Generalized self-consistency universal property properties speeds up the verification process
Fetch ——>%—» ] 1\?]33 -mstl_ou.t—- Decode » Execute » Writeback
LR st vald ' ' ' ' i i - ly reducing the barrier to f | verificati
—Single-instruction bugs unevenly impact original and semanti- Greatly reducing the barrier to formal verification

Figure 3: SQED-based formal verification cally equivalent instructions



