Tackling Hardware Trojan Horses
via Hardware-based Methodologies
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Fig. 2. Configuration phase of the Hardware Security Checker [1]
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Fig. 5. The workflow for detecting FPGA tampering [3]
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TABLE I [1] A. Palumbo et al., “A lightweight security checking module to protect
BEST ANOMALIES DETECTION RATES AND OVERHEADS microprocessors against hardware trojan horses,” in DFT, pp. 1-6, 2021.
References Acc. FP | FN | #LUT #FF #BRAM [2] A. Palumbo et al., “Improving the detection of hardware trojan horses in
[1] Fig. 2,3 | 100% | 0% | 0% | 75 (0.49%) | 31 (0.31%) | 8 microprocessors via hamming codes,” in DFT, pp. 1-6, 2023.
[2] Fig. 4 100% | 0% | 0% | 82 (0.53%) | 31 (0.31%) | 8.5 [3] S. Ribes et al., “Machine learning-based classification of hardware trojans in
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