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Verification trends
Wilson research reports 2022-2024
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Verification trends
Wilson research reports 2024
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Formal verification services
Scaling formal for big designs — enabling end-to-end sign-off

The Axiomise team has experience in verifying over 150 designs

DMA controller
Multi-threaded processor

Bus bridges (AXI/CHI/OCP/TileLink)
Cache sub-systems

GPU shaders

12C/USB/HDMI/12S
Network-on-chip

Al/ML accelerator

Ethernet Switch

Mixed-signal

Low-power

Power controller .
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Why is chip verification hard?

Why bugs escape to silicon?



A holistic approach is missing
A unifying perspective is missing
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Modern-day processors

Massively optimised

Pipelining
Branches
Stalls

Extensions

Power

Interlocking Forwarding
Jumps Exceptions
Interrupts Debug
Clock gating Arithmetic
Safety Security
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Complex control and data dependencies
Cores have in-order or out-of-order behaviour?

Branches:
« Speculative branches

« Forward jumps, Backward jumps, Page size jumps, Page boundary jumps,
Jumps across pages (same or different pages)

Back-to-back memory operations:
« Cache hits & cache misses
* Write-through stores
» Cache bypasses, atomics and cache coherency
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formalisa

Making formal normal for RISC-V

QPO RT\‘A

Accelerating debug and sign-off for custom designs using exhaustive
formal
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Our formal RISC-V solution

Enables adoption of formal methods more widely

No test case to write

No manual checker to write

No verification code to be written

Exhaustively prove that all ISA instructions work as expected under all conditions
What goes in our APP?

1.  Your RISC-V core

2. Set up file
3. Coverage specification

What comes out?

Exhaustive proofs that “mathematically” prove under all conditions:
Each instruction in the ISA works always as expected

W

Scenarios specified in the coverage specification can “always” happen
Visualize that scenarios in the coverage specification “can happen”
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Agile formal verification for end-to-end sign-off

Saving simulation time, obtaining exhaustive proofs, finding corner-case bugs

#Prove Cover
( ULTRA

rmalisa

Predictable RISC-V formal verification

BUGS, PROOFS of BUG ABSENCE & INTER-OPERABLE
COVERAGE MODEL
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Ibex

Complete democracy — use any tool you like
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ibex_core.u_iza.axiomize_ISA_SLTUI_SET_TO_1
ibex_core.u_iza.axiomize_ISA_SLTUI_SET_TO_0
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ibex_core.u_isa.axiomise_ISA_SRL

a/axiofnm A A
svaju_isafaxiomise__ISA_AND
sva/u_isa/axiomise__ISA_ANDI
svaju_isajaxiomise__ISA_BEQ
svaju_isa/axiomise__ISA_BGES
svaju_isa/axiomise__ISA_BGEU
sva/u_isafaxiomise__ISA_BLTS
sva/u_isafaxiomise__ISA_BLTU
svaju_isafaxiomise__ISA_BNE
svaju_isa/axiomise__ISA_JAL
sva/u_isa/axiomise__ISA_JAL _ret_address
svaju_isafaxiomise__ISA_JALR
svaju_isafaxiomise__ISA_LUI
svaju_isajaxiomise__ISA_OR
svaju_isafaxiomise__ISA_ORI
svaju_isa/axiomise__ISA_SLL
svaju_isa/axiomise__ISA_SLLI
sva/u_isa/axiomise__ISA_SLTS_SET_TO_0
svaju_isafaxiomise__ISA_SLTS_SET_TO_1
svaju_isafaxiomise__ISA_SLTSI_SET_TO_0
svaju_isa/axiomise__ISA_SLTSI_SET TO_1
svaju_isajaxiomise__ISA_SLTU_SET TO_0
svaju_isafaxiomise__ISA_SLTU_SET TO_1
svaju_isafaxiomise__ISA_SLTUI_SET_TO_0
svaju_isafaxiomise__ISA_SLTUI_SET TO_1
svaju_isafaxiomise__ISA_SRA
sva/u_isa/axiomise__ISA_SRAI
svaju_isafaxiomise__ISA_SRL
sva/u_isa/axiomise__ISA_SRLI
svaju_isafaxiomise__ISA_SUB
svaju_isa/axiomise__ISA_XOR
svaju_isa/axiomise__ISA_XORI
sva/u_isafaxiomiseH__ISA_AUIPC
sva/u_isafaxiomiseH__ISA JALR2

&

pass (4)
pass (4)
pass (4)
pass (4)
pass (4)
pass (5)
pass (5)
pass (5)
pass (4)
pass (5)
pass (4)
pass (4)
pass (4)
pass (4)
pass (4)
pass (4)
pass (4)
fl3ss (5)
pass (4)
pass (4)
pass (4)
pass (5)
pass (4)
pass (4)
pass (4)
pass (4)
pass (4
pass (4
pass (4
pass (4
pass (4)
pass (4)
pass (4)

)
)
)
)

Menlor

A Siemens Business

SYNoPSys’ cadence

onespin

axtomise’

predictable formal verification

© Axiomise Limited 2025. All rights reserved.




Formal verification

Agile bug hunting and proofs of bug absence
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https://github.com/openhwgroup/cv32e40p/issues/55
1

Specification bugs in RISC-V ISA

Inconsistencies in the RISC-V ISA v2.2

24 20 19 5 1 - - Page 30
imm|11:6] imm|5) imm|4:0] ot opcode
1 5] : < ¢ 7
000000  shamt[5] shamt[4:0] sre SLLI dest OPr-IMM
000000  shamt[5] shamt[4:0] SRLI dest OP-IMM
010000  shamt|5| shamt|4:0] src SRAI dest OP-IMM

000000 0 shamt[4:0] Sre SRLIW dest OP-IMM-32
010000 0 shamt[4:0] STC SRAIW dest OP-IMM-32

[
[
s
000000 0 shamt[4:0] STC SLLIW dest OP-IMM-32
[
[

Shifts by a constant are encoded as a specialization of the I-type format using the same instruction
opcode as RV32I. The operand to be shifted is in rs1, and the shift amount is encoded in the lower
6 bits of the I-immediate field for RV641. The right shift type is encoded in bit 30. SLLI is a
logical left shift (zcros are shifted into the lower bits); SRLI is a logical right shift (zcros are shifted
into the upper bits); and SRAI is an arithmetic right shift (the original sign bit is copied into the
vacated upper bits). For RV32I, SLLI, SRLI, and SRAT generate an illegal instruction exception if

001 0010011 | SLLI
| Page 104

oonoon | seu

SRAI
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ormalisa’

Making formal normal for RISC-V

ibex zeroriscy cv32e40p WARP-V cheriot-ibex
Pipeline 2-stage 2-stage 4-stage 6-stage 4-stage 2-stage 2-stage
stages
No. of issues 65 77 5 30 30 30 6
Previously Yes Yes No Yes Yes Yes Yes
verified
How was it Simulation Simulation Simulation & Formal Formal Formal Simulation &
previously Formal Formal
verified?
Time taken to < 30 seconds < 30 seconds < 30 seconds < 30 seconds < 30 seconds < 30 seconds <1 min

find issues

Nature of
analysis and
issues

Microarchitectural
Deadlocks and

Architectural

Microarchitectural
Deadlocks and

Architectural

Architectural

Architectural

Architectural

Architectural

Corner-case bugs

When was the
issue found?

2019

2019

2020

2021

2021

2021

2024

Sk
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cv32e40p

32-bit, 4-stage in-order pipeline
-u
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Cover (related) cv32e40p_core.u_isa.genblk2.axiomise_as_BEQ_instr_addr_abstract:precondition1
Assert cv32e40p core.u isa.genblk? avinmjca ac TSA REN inctr addr

Cover (related) cv32ed|

Cover cv32edl

Cover cv32ed|s2

Assert Cover
Cover (related) cv32e4||
Assert

Cover cv32ed|
Assert cv32e4|¥  Cover

Assert
Cover
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Cover 4 Cover
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Cover cv32¢
Assert cv32¢
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Assert cv32¢
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Assert cv32¢
Cover cv32¢
Assert cv32¢
Cover cv32¢

cv32e40p_core.u_isa. a><|om|se co_ORI_abstract
Assert cv32e40p_core.u_|
Cover cv32e40p_core.u_|
Assert cv32e40p_core.u_j|§
Cover cv32e40p_core.u_i|¥Y Cover cv32e40p_core.u_isa.axiomise_co_JAL_abstract ¥ (12, 2)
Assert cv32e40p_core.u_i|¥ Assert cv32e40p_core.u_isa axiomise_as_JALR_abstract ¢ (20, 3)
Cover cv32e40p_core.u | Cover cy32ed0n core.u isaaxiomise co IALR abstract < (12.2)

Assert cv32e40p_core.u_| Assert

Cover cv32e40p_core.u_| Cover c|§# ¥
Assert cv32e40p_core.u_| Assert c|¢¥ Cover cv32e40p_core.u_isa.axiomise_co_LUI_abstract ?
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CVAb6
64-bit six-stage, in-order issue, out-of-order execution, in-order commit

Speculative Regime In-order Issue In-order
Architechtural
Commit

to cache controller

From the OPENHW Group Page

-
Compressed
Decoder
Regfile
Read CSR Buffer
" Regfile
Multipli
o l

CVAé is a 6-stage, single issue, in-order CPU which implements the 64-bit RISC-V instruction set.
It fully implements I, M, A and C extensions as specified in Volume I: User-Level ISAV 2.3 as well
= Dooeos 1 as the draft privilege extension 1.10. It implements three privilege levels M, S, U to fully support

°= ;5 a Unix-like operating system. Furthermore, it is compliant to the draft external debug spec 0.13.
O

Scoreboard

It has configurable size, separate TLBs, a hardware PTW and branch-prediction (branch target
buffer and branch history table). The primary design goal was on reducing critical path length.

% from Decoder
CAUSE

interrupt

Edit View Design Reports Application Window

&) Formal Property V...
—File———— Design Setup- lask Setup- Formal Vellﬁcilloﬂ”' Custom Buttons-

EdBPv e R0 o oB

Property Table

B No filter >
2 S S 2 ™ O S S

Assert «cvab.u_isa.bit_abstract[0].BASE_RTYPE_as_ISA_AND_bits_abstract N (60) Infinite| ~ 234484.0| <embedded> 0/ Analysis Session
Assert cva6.u_isa.bit_abstract[0].BASE_RTYPE as_ISA_OR_bits_abstract Tri (66) Infinite]  116840.6| <embedded> 0| Analysis Session
Assert cva6.u_isa.bit_abstract[0].BASE_RTYPE _as_ISA_ADD_bits_abstract Tri (88) Infinite]  234192.5| <embedded> 0| Analysis Session
Assert cva6.u_isa.bit_abstract{0].BASE_RTYPE as_ISA_SUB_bits_abstract ri (64) Infinite|  128905.0| <embedded> 0| Analysis Session
Assert cva6.u_isa.bit_abstract[0].BASE_RTYPE _as_ISA_XOR_bits_abstract ri (80) Infinite]  145447.5| <embedded> 0| Analysis Session
Assert cvab.u_isa.bit_abstract{0].BASE_RTYPE_as_ISA_SLTS_bits_abstract Tri (74) Infinite|  186137.6| <embedded> 0| Analysis Session
Assert cva6.u_isa.bit_abstract[0].BASE_RTYPE as_ISA_SLTU_bits abstract Tri (66) Infinite]  121499.4| <embedded> 0| Analysis Session
Assert cva.u_isa.bit_abstract[0].BASE_RTYPE as_ISA_SLL_bits_abstract ri (65) Infinite]  127127.4| <embedded> 0| Analysis Session
Assert cva6.u_isa.bit_abstract[0].BASE_RTYPE as_ISA_SRL bits_abstract ri (70) Infinite]  203534.1| <embedded> 0| Analysis Session
cva6.u_isa.bit_abstract{0].BASE_RTYPE _as_ISA_SRA _bits_abstract ri (62) Infinite]  90267.3| <embedded> 0| Analysis Session
cva6.u_isa.bit_abstract{0].BASE_ITYPE_as_ISA_ANDI_bits_abstract ri (63) Infinite|  119875.0| <embedded> 0|Analysis Session
cva6.u_isa.bit_abstract[0].BASE_ITYPE _abstract ri (65) Infinite <embedded> 0| Analysis Session
cvab.u_isa.bit_abstract{0].BASE_ITYPE_as_ISA_ADDI_bits_abstract Tri (66) Infinite embedded> 0|Analysis Session
cvab.u_isa.bit_abstract{0].BASE_ITYPE_as_ISA_XORI_bits_abstract Tri (64) Infinite <embedded>
cva6.u_isa.bit_abstract[0].BASE_ITYPE_as_ISA_SLTSI_bits_abstract ri (67) Infinite <embedded>
cva6.u_isa.bit_abstract{0].BASE_ITYPE _as_ISA_SLTUI bits_abstract N (56) Infinite <embedded>
cva6.u_isa.bit_abstract[0].BASE_ITYPE _as_ISA_SLLI_bits_abstract ri (65) Infinite <embedded>
cvab.u_isa.bit_abstract{0].BASE_ITYPE_as_ISA_SRLI_bits_abstract Tri (66) Infinite nbedded>
cva6.u_isa.bit_abstract[0].BASE_ITYPE_as_ISA_SRAI_bits_abstract ri (61) Infinite <embedded>
cvab.u_isa.bit_abstract{0].BASE_UTYPE_as_ISA_LUI_bits_abstract N (55) Infinite <embedded>
cva6.u_isa.bit_abstract[0].BASE_UTYPE_as_ISA_AUIPC_bits_abstract ri (67) Infinite]  93899.4| <embedded>

0| Analysis Session
0| Analysis Session
0| Analysis Session
0| Analysis Session
0| Analysis Session
0| Analysis Session
0| Analysis Session
0| Analysis Session

080 80 §o|B0 B0 §0 §o/0 B0 §o §0/§o/Bo §o o §o/fo §o o
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CVAb

64-bit six-stage, in-order issue, out-of-order execution, in-order commit

v' ile Edit View Design Beports Application Window Help

\ra Formal Property V... | -

File Design Setup Task Setup Formal Verification—— Custom Buttons Search
ST TR = 3l SR N S /3 Y

Property Table

% “%Noﬁlter l
-

cvab.u_isa.bit_abstract[0].BASE_RTYPE_as_ISA_AND_bits_abstract N (60) Infinite.  234484.0 <embedded> 0/ Analysis Session
Assert cvab.u_isa.bit_abstract[0].BASE_RTYPE_as_ISA_OR_bits_abstract Tri (66) Infinite| 116840.6| <embedded> Analysis Session
Assert cvab.u_isa.bit_abstract[0].BASE_RTYPE_as_ISA_ADD_bits_abstract Tri (88) Infinite| 234192.5| <embedded> Analysis Session
Assert cvab.u_isa.bit_abstract[0].BASE_RTYPE_as_ISA_SUB_bits_abstract i Infinite| 128905.0| <embedded> Analysis Session
Assert cvab.u_isa.bit_abstract[0].BASE_RTYPE_as_ISA_XOR_bits_abstract i( Infinite| 145447.5| <embedded>
Assert cvab.u_isa.bit_abstract[0].BASE_RTYPE_as_ISA_SITS_bits_abstract i( Infinite| 186137.6| <embedded>
Assert cvab.u_isa.bit_abstract[0].BASE_RTYPE_as_ISA_SILTU_bits abstract i( Infinite| 121499.4| <embedded>
Assert cvab.u_isa.bit_abstract[0].BASE_RTYPE_as_ISA SLL bits_abstract i Infinite| 127127.4| <embedded>

i(

i

i(

i(

i(

(

Analysis Session
Analysis Session
Analysis Session
Analysis Session

| Covergroups I Properties

Assert cvab.u_isa.bit_abstract[0].BASE_RTYPE_as_ISA_SRL_bits_abstract Infinite| 203534.1| <embedded>
Infinite 90267.3 <embedded>
Assert cvab.u_isa.bit_abstract[0].BASE_ITYPE_as_ISA_ANDI_bits_abstract Infinite| 119875.0| <embedded>

[

[

[

[

[

[

[ Analysis Session
[

[

Assert cvab.u_isa.bit_abstract[0].BASE_ITYPE_as_ISA_ORI_bits_abstract Infinite| 105982.4 <embedded>

[

[

[

[

[

[

[

[

[

Analysis Session
Analysis Session
Analysis Session

Assert cvab.u_isa.bit_abstract[0].BASE_RTYPE_as_ISA_SRA_bits_abstract

Assert cvab.u_isa.bit_abstract[0].BASE_ITYPE_as_ISA_ADDI_bits_abstract 66) Infinite| 109651.7| <embedded>
Assert cvab.u_isa.bit_abstract[0].BASE_ITYPE_as_ISA_XORI_bits_abstract Tri (64) Infinite|  118922.4| <embedded>
Assert cvab.u_isa.bit_abstract[0].BASE_ITYPE_as_ISA_SLTSI_bits_abstract Tri (67) Infinite| 171977.4| <embedded>
Assert cvab.u_isa.bit_abstract[0].BASE_ITYPE_as_ISA_SLTUI_bits_abstract N (56) Infinite| 206768.8 <embedded>
Assert cvab.u_isa.bit_abstract[0].BASE_ITYPE_as_ISA_SLLI_bits_abstract Tri (65) Infinite 84304.9| <embedded>
Assert cvab.u_isa.bit_abstract[0].BASE_ITYPE_as_ISA_SRLI_bits_abstract Tri (66) Infinite 65054.7 | <embedded>
Assert cvab.u_isa.bit_abstract[0].BASE_ITYPE_as_ISA_SRAI_bits_abstract Tri (61) Infinite 60750.6| <embedded>
Assert cvab.u_isa.bit_abstract[0].BASE_UTYPE_as_ISA_LUI_bits_abstract N (55) Infinite| 120613.1| <embedded>
Assert cvab.u_isa.bit_abstract[0].BASE_UTYPE_as_ISA_AUIPC_bits_abstract Tri (67) Infinite 93899.4| <embedded>

Analysis Session
Analysis Session
Analysis Session
Analysis Session
Analysis Session
Analysis Session
Analysis Session
Analysis Session
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Analysis Session
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i-RADAR Debug

Intelligent Rapid Analysis Debug and Reporting



Intelligent debug

Waveforms, reports

Current 46

-Insert text to find

u_isa.rst_n|
E CAUSE

u_isa.beq_instr_trigger
E TRIGGERED DUE TO
u_isa.is_a_beq
u_lsn.vnlld_lns(ructlon!
u_isa.axiomise_REG_rs1

u_isa.axiomise_REG_rs2|[32:10000 6600 32'had0o_ 6609 *hBeen_60o3

El EFFECT Design model: Branch target addr

El SIGNALS DRIVEN BY DESIGN

* B SIGNALS FROM THE FORMAL MODEL
=

B Computed from

u_isa.axiomise_decoded_pc| [Z2.10000 6660 T 6060 0601
& u_isa.branch_target offset |32 hffff fffe 32'hffff fBlc
E Key register indexes used ‘

= u_isa.axiomise rsi|[5'hlf

|
c:] u_isa.axiomise _rs2 |°

axiomise’

predictable formal verification
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Intelligent debug

Waveforms, reports

u_isa.rst_n|

u_isa.beq_instr_trigger|

u_isa.is_a_beq
u_Isa.vaIId_lnstructlon!

u_isa.axiomise_REG_rsl

u_isa.axiomise_REG rs2

EN BY DESIGN

isa.axiomise_branch_target_addr

M THE FORMAL MODEL

u_isa.beq_target addr res/||32'hffff fffc

‘ ‘ Y32 hoeeo o

u_isa.axiomise_decoded_pc||32.8660 6660

u_lsa.branch_target_offseﬂ 32'hffff fclc

axiomise’

predictable formal verification
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SURF Reporting

Scheduler and Reporter for Formal



SURF dashboard

RISC-V

Scheduler and Reporter for Formal (SURF) v1.3.

& SURF

@ predictable formal verification
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SURF dashboard

RISC-V

Scheduler and Reporter for Formal (SURF) v1.3.

Custor Open HW Group
C verification results for core | ev32edlp _2_ Dec
\ Last updated Mar 20 2023 at 12:68:07

Asserts status Covers status

Summary of design

Total counts

@ predictable formal verification
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URF dashboard

Example reporting bugs

Overview

Asserls

No.
ASSERTIONS

COVERS

ASSUMPTIONS

Instruction type Property label

BASE ITYPE as_ISA_ADDI_abstract

BASE ITYPE as_ISA_ADDI

BASE ITYPE as_ISA_XORI|_abstract

BASE ITYPE as_ISA_XORI

BASE ITYPE as_ISA_ORI_abstract

BASE ITYPE as_ISA_OCRI

BASE ITYPE

BASE ITYPE as_ISA_ANDI

BASE ITYPE SLTI_SET_TO_1_ab

as_ISA

stract

BASE ITYPE as_ISA_SLTI_SET_TO_1

Assert status

UNDETERMINED

UNDETERMINED

 proven ]
[ proven ]
aDd
[ proven )
 Proven |
 proves )
 proven ]
 proven

Preconditions Proof time Engine Bug Mnemonic

add rd rs1 imm12

add rd rs1 imm12

86063.33

xori rd rs1

mmil2

xorl rd rs1 imm12

i rd rs1 imm12

1000 001

ori rd rs1 imm12

andi rd rs1

imm12

imm12

andi rd rs1

sitird rs1imm12

g
m
o

axiomise’

predictable formal verification
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Specifications

lgnored

x[rd] = x[rs1] + imm12. Adds imm12 to register x[rs1]
and writes the result to x[rd], arithmetic overflow is
Ignored.

nise XOR of

Imm12. Computes the &

1] and imm1

x[rd] = x[rs1]
registers x[rs 2 and writes the result to

x[rd]

x[rd] = x[rs1] A Imm12. Computes the bitwise XOR of
registers x[rs1] and imm12 and writes the result to
x[rd].

x[rd] = x[rs1] | imm12. Computes the bitwise OR of
registers x[rs1] and imm12 and writes the result to

x[rd]

x[rd] = x[rs1] | imm12. Computes the bitwise OR of
registers x[rs1] and imm12 and writes the result to
x([rd].

x[rd] = x[rs1] & imm12. Computes the bitwise OR of
registers x[rs1] and imm12 and writes the result to
x[rd]

x[rd] = x[rs1] & imm12. Computes the bitwise OR of
registers x[rs1] and imm12 and writes the result to
*[rd]

x[rd] = x[rs1] <s Imm12. Compares x[rs1] ar

sig 1 numbers, and writes 1

to x[rd] If x

smaller, and 0 If not

x[rd] = x[rs1] <s Imm12. Compares x[rs1] and x[rs2]
as signed numbers, and writes 1 to x([rd] If x[rs1] Is
smaller, and 0 if not




SURF dashboard

Example reporting bugs

Asserls

Instruction type

BASE ITYPE

BASE ITYPE

BASE ITYPE

BASE ITYPE

BASE ITYPE

BASE ITYPE

BASE ITYPE

BASE ITYPE

Property label Assert status Preconditions Proof time Engine Bug

as_ISA_ADDI_abstract UNDETERMINED

86063.33

as_ISA_ADDI

UNDETERMINED

as_ISA_XOR|_abstract

as_ISA_XORI

ISA_ORI_abstract

as_ISA_CRI

99.02

as_ISA_ANDI

Lcoveneo ]
[ coveneo )
Ceoveneo )
Loovenco
[covenco )
[covenso )
Leovenco

L PrOVEN J
[ proves J
L proven ]
L Provew J
 proven J
L proven J
L proven ]

as_ISA_SLTI_SET_TO_1_ab

stract

axiomise’
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Mnemonic

add rd rs1 imm12

add rd rs1 imm12

xori rd rs1 imm12

xorl rd rs1 imm12

imm12

ori rd rs1 imm12

andird rs1 imm12

andird rs1 imm12

sltird rs1 imm12

Specifications

x[rd] = x[rs1] + imm12. Adds imm12 to register x[rs1]
vrites the result to x[rd], arithmet ow Is

jgnored

x[rd] = x[rs1] + imm12. Adds imm12 to register x[rs1)
and writes the result to x[rd], arithmetic overflow s
lgnored.

x[rd] = x[rs1] A imm12. Computes the bitwise XOR of
registers x[rs1] and imm?12 and writes the result to

x[rd]

x[rd)] = x[rs1] A~ Imm12. Computes the bitwise XOR of
registers x[rs1] and imm12 and writes the result to
x[rd].

x[rd] = x[rs1] | imm12. Computes the bitwise OR of
registers x[rs1] and imm12 and writes the result to
x[rd]

x[rd] = x[rs1] | imm12. Computes the bitwise OR of
registers x[rs1] and imm?12 and writes the result to
x[rd].

x[rd] = x[rs1] & imm12. Computes the bitwise OR of
registers x[rs1] and imm12 and writes the result to

x[rd]

x[rd] = x[rs1] & imm12. Computes the bitwise OR of
registers x[rs1] and imm12 and writes the result to
x[rd]

x[rd] = x[rs1] <s iImm12

numbers, and writes 1 to x[rd) if x[rs1] Is

Compares x[rs1] and x[rs2]

smaller, and 0 If not




Anatomy of bugs

Processor bugs caught by formallSA4



Antecedent

3
O
a
o
(&)

Root Cause

BEQ failure

Functional verification - ibex

= ¢
QO
W
V8
LL
w

u_isa.RST_N [

u_isa.is_a beq 0

u_isa.axiomise_REG _rsl1

u_isa.axiomise_REG _rs2

A" 4

u_isa.axiomise_n_pc XXXXXXB0 ‘ 00000080 1a110800 X 00000080

A" 4

u_isa.branch_addr A 00000084

J\

\ 4

ibex_core.if_stage_i.pc_mux_i[2:0] PC_BOOT {PC_EXCEPTION) PC_BOOT

core.id_stage_i.controller_i.ctrl_fsm_cs[3:0] \ BOOT SET ) FIRST FETCH [ {DBG_TAKEN_ID) DECODE

J\

ibex_core.debug_req_i 0 )(

1t

Bug caused due to incoming debug request on the debug interface when the controller is in the DECODE state.

Nothing in the design to take care of such requests, causing the PC to be not updated correctly.

© Axiomise Limited 2025. All rights reserved.



BEQ failure

Functional verification - ibex

Only seen when debug arrives and the controller FSM is in the DECODE state.

Precise timing of arrival of debug makes this bug really hard to catch in dynamic
simulation.

Formal catches it in seconds in 7 cycles!

axiomise’
predictable formal verification
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llegal instruction handling
cheriot-ibex: Verified in September 2024 The illegal instruction affected the execution of the valid instruction that

followed it. /

u_ibex_core.id_stage_i.decoder_ijopcode|{Z ppcooe Auzec | Jopcobe LoD | | | |  Jorcooeor DPCODE_LUT | 1 |

u_ibex_core.id_stage_i.decoder ilillegal reg cheri _
u_ibex core.wb stage i\rf wdata wb_mux we[0] _-.. M|

u_ibex_core.wb_stage_i\rf wdata wb_mux_we[ 1]

u_ibex _core.id_stage_Linstr executing —_-—l
llﬂl!!IIIIIIIIIIIIIIIIIIIIF""'1IIIIIIII

u_ibex_core.id_stage i

u_isa.axiomise_regfile[10]||32 o880 8686 | 32'h5a06 0e8l
= e —_————— e e e e e e —

gen_redfile cheriot.register file_i.rf reg q[10] |22 h8860 8688 |32 h5206 9e81 |

Issues /

* Sending the illegal instruction request to the memory.
* Wasted execution power.
* Invalid data in the register file and subsequently in memory.

axiomise’
predictable formal verification
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The illegal load instruction affected the execution of
the valid AND (or any R-TYPE) instruction that
followed it.



llegal instruction handling — bit manipulation
After the first bug fix, bit manipulations instructions were broken

Current:16 v

clk_i
¢ top.u_isa.BITMANIP_ZBS_as_ISA_BINVI
u_isa.zbs_binvi_instr_trigger
u_jsa.axiomise instr{11:7]
| | ]-e04 eees
e —— i X S

| [*6000 668e |-000p 6000 |*06e 6480

[ [sh12 |

| |*DE op ImM
Ete—e—

| JaLu Bivy Jall

u_isa.axiomise_regfile[6] |32 0866 6666

32'h6666 6666

u_ibex_core.id_stage_i.alu_operand_a
u_ibex _core.id_stage i.alu_operand_b/|[32 10860 6006

ibex_core.ex block i.alu_i.operand_a i [32'h0866 8600

[

"l @ibex_core.ex_block i.alu_i.operand_b i|[32° 6066 6600

@ 2:x_core.ex _block i.alu_i.shift_amt[4:0] |5 h8

RANCH |7 *h43

ALU SLTU

|

'hee 0PCODE OP

ex_core.id_stage_i.decoder_i.opcode

=

ALU SLTU ALU FSL

e.id_stage_i.decoder_i.alu_operator_o
u_ibex_core.id_stage_i.instr_executing

u_ibex_core.id_stage_i.id_fsm_q

| *#l ¢ core.ex block i.alu_i.instr _first_cycle i

https://github.com/microsoft/cheriot-ibex/issues/51

axiomise’
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kliuMsft on Oct 15, 2024 Contributor

Looking further into the issue, the culprit seems to be that the id_fsm_d logic can't handle exception
being issued in the 2nd half of a multi-cycle instruction. Specifically, the illegal_reg_cheri results in
an EX stage exception but instr_kill is only raised in the 2nd half of a bit manipulation instruction
(when rs3 is accessed). In this case multicycle_done is never issued and thus id_fsm_q will not
updated properly.

@GregAC do you plan to keep supporting the bit instructions with rs3? if so | can try fix the behavior
in cheriot-ibex. You may want to take a look at the upstream ibex implementation as well.

®
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https://github.com/darbaria/axiomise-warpv-formal-6-stage/issu

WARP-V

Six stage pipelined processor with a range of bugs

DIV Instruction not working correctly #29

shivanishah269 opened this issue on 6 Jun 2021 - 0 comments

shivanishah269 commented on 6 Jun 2021 Collaborator Assignees

stevehoover
Page 44 of RISC-V ISA mandates "DIV: Divides x[rs1] by x[rs2] rounding towards 0, treating the values as signed numbers .
and writes the quotient to x[rd]" ’ shivanishah269

Our checker fails showing that the updates did not happen in cycle 38 to the register 17 in response to a prior div
instruction detected in cycle 37. x[16] is divided by x[25] and rd is 17. We expect x[17] to be 2 as x[16] is 4 and x[25] is 2,

but it isn't. @

Labels

Projects

None yet
SA_DIV_M_EXT

iv_instr_trigger

omisersifrale a1t Jaie e Paw a1

sers2pazs  Joas  Joazs  foas  fas  pas  Joas  Joas  Joas e
u_isa.axiomise_regfile[16) (3270000 0004
uisadiv_rsi snapshotfpzheeee eeee o000 0004
u_isa.axiomise_regfile[25] (3210060 0002
uisadiv_rs2 snapshotpzheeee eeee __ J-ooe0 0002
u_isa.div_model.rd_snapshot
u_isa.axiomise_regfile[17)[32h0666 06060
u_isa.div_rd_res snapshotf2nrrer e o igaaeieeea)

30 bugs filed

axiomise

predictable formal verification
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Milestone

No milestone

Development

No branches or pull requests

2 participants




Memory subsystem
Caught by our formallSA



Cache issues
Bugs hard to catch with simulation

r
cache re :__..).

Main mem

@ predictable formal verification
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Cache issues
Bugs hard to catch with simulation

clk {
req_type % 2\
resp_type w A X swd2 A V
resp_data ¥

CPU signals

cache_hit

cache_mem [A] A

£
«
=
2
1)
[0}
=
Q
©
(@ A%

cache_valid [A]

buff_mem [A]

Miss buffer
e =

mem_req 74 WA )} swd2A ¥

mem[A]

Main mem

© Axiomise Limited 2025. All rights reserved.



Cache issues
Bugs hard to catch with simulation

resp_type Iw A X_sw d2 A V
resp_data / ¥

CPU signals

cache_hit

cache_mem [A]

cache_valid [A]

£
«
C
2
1)
[0}
=
Q
©
(@ A%

buff_mem [A]

Miss buffer
e =

mem_req wA X swd2A

Main mem

mem[A] X

@ predictable verification
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Cache issues
Incorrect validation of cache line due to the bypass store

clk { T
req_type ﬁ( w A Xf
resp_type w A X_sw d2 A V

resp_data A a1 Y,

CPU signals

cache_hit

cache_mem [A] 7/

£
«
C
2
1)
[0}
=
Q
©
(@ A%

cache_valid [A]

buff_mem [A]

Miss buffer
{ A=

mem_req wA X swd2A

Main mem

mem[A] X

@ predictable formal verification
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Iprini

Area analyser for silicon

oA SSt

bxea

Oy

—Gornt
=55
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footprint Results
Open-source designs

Designs

Cheriot-ibex

Nocgen — NoC (Network-
on-Chip)

Chipyard —

TinyRocket_ChipTop

Chipyard —
Boomv3Large_BoomCore

Sdram_controller

Verilog-ethernet-
udp_complete

Gate count  Flop count

303,737

590,144

29,684,024 322,776

850,191

1,851,130

Redundant component

Counter
Register
Array
Fifo
Mux
Fsm
Counter
Register
Array
Arbiter
Counter
Register
Array
Register
Counter
Array
Fsm
Counter
Register
Array
Register

Array

axiomise
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Estimated
redundant gates

768
16,440
7,872
96,352
1,872
864
3,456
43,296
33,600
2
23,220
852,552
6144
138,438
5,598
18,432
144
570
6,498
792
9,096
4,032




Why Axiomise formal verification matters?
Covering the entire spectrum of verification requirements

High Proof Bugs & Exhaustive Innovation in Scalable Proof
Convergence Proofs Abstractions Engineering
So that you have Making sure your Allowing you to Our solutions

higher design is bug have the highest scale as your
confidence free quality designs, designs do

without re-spin

High Quality
Sign-off

Functional
Safety
Security
PPA

We find bugs that no-one else can; nobody gets proof convergence like us

axiomise’
predictable formal verification
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Cost of Failure is Expensive

https://www.perforce.com/blog/mdx/semiconductor-startups#cost-of-failure-for-semiconductor-startup
S

Cost of Failure For Semiconductor
Startups

As mentioned above, semiconductor design needs to be done correctly because the cost of failure is

simply too high.

How high? It takes an average $250+ million investment just to get started. If it doesn’t work

correctly, a respin (design correction and re-fabrication) is long and costly — to the tune of around $25

million per re-spin.

What causes re-spins? The problems often stem from specifications: either incomplete specifications

or changing specifications that don’t get communicated to the design teams.

The root of these problems is a lack of trace of traceability, managing the process of moving from

design specifications, through design, to verification and validation -- and all changes along the way.

M ®
@? xoomise
predictable formal verification
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Summary
Formal methods is a necessity to reduce costs

Bugs caught late in the design cycle result in costly fixes and catastrophic failures
Formal enables efficient bug hunting, a natural for shift-left paradigm
Exhaustiveness establishes "proofs of bug absence” avoiding respins

10°° simulation cycles are not going to find bugs that formal finds in 7 cycles

Mantra for success:
Architects use formal for validation
Designers use formal for verification

Verification Engineers use formal for IP and sub-system level, simulation for interfaces

axiomise’
predictable formal verification
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WWW.axiomise.com
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