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Motivation: Patchwork of Security Extensions

Base Design: Capability-based Security
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Patchwork of Security Extensions
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Base Capability-based Model Is Insufficient

Example: P1 (Exclusive Access) cannot be achieved
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Problem: Compose Security Extensions?
Example: SGX

+ Exception handling
(Cui et al., 2021)
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Arbitrary code execution

+ Memory sharing
(Yu et al., 2022)

Million Cycles

Affecting 9 SGX runtimes
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CVE-2021-0186, CVE-2021-33767

2-3 orders of magnitude overhead

Can one design a unified foundation for multiple security goals? (Yu
et al., 2023)

Minimal set of properties
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Desired Properties

P1: Exclusive Access P2: Revocable Delegation
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Capability-based Model in CAPSTONE

 Linear capability: Non-duplicable
- Revocation capability: A capability “snapshot”, usable only for revocation

Example:
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Other capability types:
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Example Use Cases

Nestable Two-way Isolation Safety of Mixed Rust Code
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