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m An Open-Source Toolchain for RISC-V Verification

* Verification is important for RISC-V. Persistent— ¢ e i

 We propose an open-source, Test | Seed Corpus | Feedback
automated verification framework for Stimuli | (Linear) | buUT
RISC-V processors, including support Corpus + Mutator |
for co-simulation (DiffTest) and | Seed Corpus -
coverage-guided fuzzing (XFUZZ). _(Footprint) -

. It has identified hundreds of bugs in o Chap T e
well-known, open-source CPUs like Any Testcases XFUZZ DiffTest
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Figure: System overview of DiffTest and XFUZZ.

DiffTest: Co-Simulation with Behavioral Nondeterminisim

Background
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Interesting? Coverageé ' i DRAV MethOdOlogy
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| Seed Corpus [ Corpus [r] Mutator |1 & nermissible microarchitectural variations.
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* Reduces false positives by adapting “diff rules” at runtime.
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Seed Creation Coverage-Guided Fuzzing Co-Simulation ° Info rm ation Probes

CGF Workflow. Given (D the seed * Instrument DUT to extract register states & memory traces.
corpus, the fuzzer Q) mutates the  Provides structured, replayable probes across simulators.
corpus and @) sends mutated inputsto | |« Standard Co-Simulation APIs
the design-under-test (DUT) for e Unified interfaces for Verilator, VCS, Palladium, and FPGA.
execution. Mutations are @ guided by e “Plug-and-play” support for new DUTs or reference models.
DUT coverage feedback.

Co-Simulation. During execution, the
DUT behaviors are compared against

PathFuzz: Fuzzing Execution Paths via Footprint Memory

the behaviors of a golden reference * Seed Creation: with large-scale real-world programs as seeds.

model (REF). If a mutated input leadsto | |* Coverage-Guided Fuzzing: customized hardware coverage

a mismatch, a bug is potentially Instrumentation, including structural and functional metrics.

detected and then reported. * Co-Simulation: on-demand memory synchronization between
the DUT and the REF, supported by DiffTest.

Why Traditional DV Falls Short

Evaluation: Finding Bugs in Open-Source Projects

To build open-source verification
infrastructures for RISC-V
* Challenge: RISC-V cores are getting
more complex; hand-crafted directed
tests miss many corner cases.
* Risk: Undetected functional bugs
surface late (tape-out or silicon), at

* 95.3% toggle coverage for Rocket in less than 10 hours.

* Uncovering 4 long-standing bugs in Rocket and Spike, where the
oldest persists for nearly 10 years.

* Reporting hundreds of bugs in NutShell and XiangShan through
over thousands of hours of nightly regression testing.

huge cost. Conclusion

* Goal: An open-source, automated, * Open-sourced at https://github.com/OpenXiangShan and
coverage-guided verification deployed on various open-source RISC-V CPUs!
framework that minimizes manual * Automated DV Pipeline: Seamless integration of DiffTest + XFUZZ.
effort while maximizing verification * Real-World Impact: 100s of bugs in open-source RISC-V CPUs.
state space exploration. » Contributions & new DUT integrations welcome!
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