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Context and Motivation Why RISC-V in Security ?

e The Internet of Things (loT) has become an integral p .
part of daily life, from homes and workplaces to
industrial systems, all of which rely on extensive data
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sharing. g o Growing use makes Side Channel
e Many of these systems use embedded processors to Modular resistance a must h?VG for
perform the majority of tasks. - \ embedded security.
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e |In this context, assessing the security of these L Ner S:[ecurlty
processors is critical to protecting against potential catires
cyberattacks.
What is a Side-Channel Attack ? Goals
g | | A « Define a Methodology that will facilitate the evaluation
A side-channel attackt(SCQ) isba me_thos{! USﬁd tc_) ei(tgaclz;c se_cret information from a of the Side Channel resistance of RISC-V cores.
system by observing its physical behavior.
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Methodology
Requirements Ve - Y
// \\ Selection of the platform test Progcr;:rrnn%lr?gz: '?Z:;rt]?)n the Run the Analysis
Independent on any kind of -
RISpC-V il co)rlnpiled (SAKURA-X) \ RISC-V Core (baremetal) (SPA, DPA or CPA) :
program.
S /
4 _ - A s | | a D s D
Flag 3|gnal to !ndlcate the Implemem_:atlo_n Of_a generic Design of 3 Flag hardware
|
operation communl(cL:Ja:At\llg_?)mterface module Evaluate the results
& % N \ > N Y
Experimental Set-up Use Case: Encryption of AES-128
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Conclusions

A novel methodology for evaluating the security of RISC-V cores has
been presented.

e This methodology is independent of any kind of RISC-V core or the
compiled program. The present methodology might be also applied to other
systems that are not reliant on baremetal, such as operating systems.

e The present study can be used for deeper evaluations, such as those
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pertaining to DPA or CPA. al

e |t is possible to utilise this methodology in order to facilitate the
development of RISC-V cores that incorporate countermeasures against r | | | | | | | |
Side-Channel Attacks. ’ N ? » et ” » ?
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