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In the context of safety-critical systems in harsh environments, this work proposes a flexible RISC-V-based accelerator platform
supporting Single, DCLS, TCLS, and staggered DCLS modes. A lightweight fault injection campaign demonstrates its fault tolerance and
adaptability to diverse application requirements.
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*¢*SW-Based recovery implementation.
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*** SW Recovery ISR : Core context store (voted) & load operation.
* Core Context: Registers File & Control Status Registers.
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Instr. Recovery

#include "Safety.h"
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/* Non-critical tasks here... */ |
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//Enter Safe mode (TCLS,DCLS,LOCKSTEP) — N 0"
safe activate (TCLS) ; » 0 BR%CKIIT v *

/* Critical tasks here... */ |

Instr. Recovery
e . .
//Exit Safe mode (MASTER COREO0/1/2) e —— “* SW Recovery : Execute in debug mode from the Debug/Boot ROM.

safe stop (MASTER COREO) ; * Core Context: Registers File & Control Status Registers from checkpoint.

o - - » Stack Context: Restore from the checkpoint.

* WFI injection and Load/Store ACK emulation for cores disconnection.
return O; - = = ** Execution interrupted when error is detected, recovery procedure is

' ' executed.

Experimental Results
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»Latencies observed in the different sections of the safety mechanism.
»Overhead estimation based on AES algorithm execution during simulation.
» Single Bit-Flip simulation & Common Mode Failures for Lockstep modes.

» FPGA resource utilization.
»System integration with X-HEEP platform (SoC).
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