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Abstract: Ensuring confidentiality in hardware is paramount in safeguarding the 
security triad—confidentiality, integrity, and availability. Modern processors face 
vulnerabilities such as Spectre-like attacks and transient execution hazards, where 
improper implementations can inadvertently expose sensitive signals. In our work, we 
address a critical gap: the absence of a unified, early-stage sign-off method to verify 
confidentiality at the RTL design phase.
Our approach leverages a novel verification framework that captures Secure Data 
Transaction Intent across user-defined signals. Through static analysis, our system 
identifies illegal data flows that could lead to the exposure of architecturally restricted 
information. The tool, Sentry, enforces these checks robustly at the RTL stage. It 
verifies that sensitive information is shielded from unauthorized propagation, even 
under scenarios of aggressive prediction or mis pipelined execution, thereby 
mitigating risks from stale data forwarding and other architectural nuances.
In summary, our poster presents a scalable, RTL-based verification technique that 
significantly enhances hardware security by reliably detecting and preventing illegal 
information flows. This work not only reduces dependency on post-silicon 
countermeasures but also improves the overall resilience of system-on-chip designs.
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