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Context
The Physical Memory Protection (PMP) mechanism, crucial for system security
and integrated into TEEs, is vulnerable to Fault Injection Attacks (FIA) [1], such as
voltage pulses, electromagnetic pulses, and clock glitching. Nashimoto et al. [2],
have shown that clock glitching can manipulate PMP configuration registers on
RISC-V processors. Although most systems use integrated clocks to complicate direct
access, clock glitching remains a key method for exploring fault vulnerabilities
and designing countermeasures.

CVA6 PMP

• PMP secures up to 16 memory regions
with access permissions.

• Each region uses two Control Status
Registers (CSRs).

• In the CVA6 core, PMP configuration is
handled in the CSR Write module of the
Commit stage Figure 1.

• Various addressing modes (NAPOT,
TOR, NA4) in pmpaddrN
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pmpcfgN pmpaddrN

...

Mode R W X Address Range

E
xe

cu
te

 S
ta

g
e
 P

ip
e

Is
su

e
 B

u
ff

e
r

In
st

ru
ct

io
n
 S

ca
n

CVA6 top

CVA6 core

Interrupt

Exception

Cache

controller

BHT

RAS

BTB

Re-aligner

IF ID

Instr. Queue

From 
I$

Issue Execute

CSR Buffer

FPU

PC Select

Branch

Mispredict

Privilege
Check

ALU

Branch Unit

Compressed
Decoder

Decoder

S
co

re
b

o
a
rd

CSR
Write

Regfile
Write

Commit
LogicCommit Instr.

RF Enable

Commit Ack

Commit Store

Commit CSR

Exception

CSR Data

Issue Read

Scoreboard

PTW

DTLB ITLB

LSU

MUL / DIV

CSR
Write

epc

npc

branch ?

call / ret ?

epc

4

mtvec

taken ?

PC ?

Fetch
entry

is co
m

p
re

ss
e
d E

x
p

a
n
d

e
d

In
str.

Valid

Instr. ACK
Decoded Instr.

FU
Data

S
B

 F
u
ll

Fo
r 

w
D

a
ta

Fo
r

w
R

e
q
u
e
st

Valid

Issue Ack

Valid

Issue Entry

imm ?

from MMU

E
P
C

C
A

U
S

E
V

from Decoder

E
P
C

C
A

U
S

E
V

Is
su

e
 A

ck

To/From
Commit

Commit

Figure 1: CVA6 RISC-V Core

Experimental setup

• Chipwhisperer Lite
• FPGA Arty A7-100T.
• Clock glitching with parameters Figure 3.
• 836,381 injections per campaign
• Target pseudocode, cf. Figure 2.

1 TRIGGER high;
2 @ret = (&@base) » 2;
3 @ret &= (size » 3);
4 @ret |= ((size » 3) - 1);
5 csrw pmpaddr0, @ret;
6 csrs pmpcfg0, (0x99);
7 modify the protect value;

Figure 2: Target pseudo code
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Figure 3: Clock Glitch principles parameters

Effects of FIA on PMP configuration

2,126 injections modified PMP configuration, enabling write access
to protected memory. Figure 4 shows different impact of pmpcfg0 &
pmpaddr0 combinations :

• G1 gathers faults that lead to complex effects.
• G2 gathers faults that impact either pmpcfg0 xor pmpaddr0.
• G3 gathers faults that impact both pmpcfg0 & pmpaddr0.

Table 1: Results comparison between baseline and filtered

CVA6 Crash Silent Faults
G1 G2 G3 Total

Baseline 51,996 782,259 23 1,708 395 2,126

Figure 5 shows a correlation between fault effects and injection parameters, Width and
External Offset.

• Sensitive zones can be further divided into sub-zones with specific effects.
• Specific effects can be targeted by an attacker.
• External Offset correlates with the instructions in the PMP Library.

The effects of vulnerabilities follow a structured pattern, allowing attackers to fine-tune
injections for precise manipulation of the PMP.
Stronger countermeasures are needed to mitigate targeted attacks.
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Figure 4: Observed combinations of fault injection effects in G2 & G3
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Figure 5: Types of fault effect on PMP registers Vs. Clock fault injection parameters: Width, Offset and External Offset

Conclusion & perspectives
• Attackers can adjust injection parameters for desired effects.
• Allows targeting specific instructions via External Offset.
• Analysis of the location of fine-grained fault in the RISC-V pipeline.
• Analysis of the fault effect in different processor RISC-V cores.
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