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Verification: A Key Bottleneck in Chip Development

206% 5:1 86% 75%

2007 to present Verification-design Failed first silicon Exceeded planned schedule
verification engineer growth engineer ratio chip projects chip projects

Despite heavy investment, chip verification quality and
efficiency still fall short of expectations

Source: https://resources.sw.siemens.com/en-US/white-paper-2024-wilson-research-group-ic-asic-functional-verification-trend-report/
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Trend #1: Rising ISA Complexity

* RISC-V ISA complexity is rapidly increasing

* Example: RVA23 Profile

* 57 mandatory extensions
* 830-page ISA manual RISC-V ISA
e 2X the length of the 2019 manual extensions

* Features, variables, optional behaviors, ...

[Question: how to verify? J

~ Integer

Double/Float:

Vector

Hypervisor

Debug

* Program counter
* General-purpose

registers

e (Control and status

registers (CSRs)

Float registers

* Vector registers
* Vector CSRs

* Hypervisor CSRs

* Debug CSRs




Trend #2: Slow RTL Simulation

* As processor scale grows, software simulation speed drops sharply
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Background: Co-Simulation Verification (DiffTest)

RTL (Verilog, ...)
Designh Under Test

(DUT)
[ Initial State |

Repo: https://github.com/OpenXiangShan/difftest



https://github.com/OpenXiangShan/difftest

Background: Co-Simulation Verification (DiffTest)

RTL (Verilog, ...) Software (C++, ...)
Designh Under Test Reference Model
DUT REF
(bUT) )@) Same Initial State( (REF)

[ Initial State | | Initial State |
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Background: Co-Simulation Verification (DiffTest)

RTL (Verilog, ...) Software (C++, ...)
Designh Under Test Reference Model
DUT REF
( ) )@ Same Initial State( (REF)
[ Initial State | | Initial State |
(2 Instruction Execution @ Instruction Execution
¥ ) @ Match? ( ¥
[ State 1 J: :L State 1 ]

Continue or Abort

Repo: https://github.com/OpenXiangShan/difftest

10


https://github.com/OpenXiangShan/difftest

Background: Co-Simulation Verification (DiffTest)

RTL (Verilog, ...) Software (C++, ...)
Designh Under Test Reference Model
DUT REF
( ) )@ Same Initial State( (REF)
[ Initial State | | Initial State |
(2 Instruction Execution @ Instruction Execution
¥ ) @ Match? ( ¥
[ State 1 J: . :L State 1 J
Continue or Abort
(2 Instruction Execution @ Instruction Execution
¥ ) @ Match? ( ¥
[ State 2 h : 1 State 2 J
Continue or Abort

Repo: https://github.com/OpenXiangShan/difftest
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DiffTest-H: Emulator/FPGA-accelerated verification

* DiffTest now supports hardware-accelerated co-simulation

* Today 10:55-11:05 at Demo Theater, Difflest-H: FPGA-Accelerated RISC-V Co-
simulation Verification Beyond 10 MHz

 KiangShan, DUT REF NEMU
NutShell — Spike

% S Simulator \ /
Rocket

- J

Synopsys . Cadence Xilinx
{ VCS J Lve”latorJ {GS'MJ {PauadiumJ {FPGAJ

<1KHz < 5KHz < 10KHz =1 MHZNeW >10MHZNeW




Hardware-Accelerated Processor Verification

* Key idea: accelerate RTL simulation by orders of magnitude with FPGAs

* Architecture: keep REF on the host; communicate with RTL

 RTL side: emulators / FPGAs accelerate DUT simulation
* Host side: x86/ ARM CPUs run REF software logic
* Link: PCle, Ethernet, InfiniBand, etc.

PCle, Ethernet, InfiniBand, etc
DUT REF

 Emulator, FPGA, etc  x86/ARM CPU
e 1~100 MHz e >>100MHz

13



Hardware-Accelerated Processor Verification

* Key idea: accelerate RTL simulation by orders of magnitude with FPGAs

* Architecture: keep REF on the host; communicate with RTL

 RTL side: emulators / FPGAs accelerate DUT simulation
* Host side: x86/ ARM CPUs run REF software logic
* Link: PCle, Ethernet, InfiniBand, etc.

PCle, Ethernet, InfiniBand, etc
DUT REF

 Emulator, FPGA, etc  x86/ARM CPU
e 1~100 MHz e >>100MHz

Limitation: verification data communication creates
simulation performance overhead

14



RTL-Host architecture: commmunication overhead

* DiffTest-H gives limited acceleration for complex XiangShan CPUs

 Example: Cadence Palladium results

* Even after cutting communication by 99.8%, speed is still below ideal and
scales poorly
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Ours: Synthesizable Verification Method (SVM)

Software simulation

4 Host A

(x86, ARM, ...)

Native Slow

Hardware acceleration (RTL-Host)

=

\\

Hardware
(FPGA, Emulator)

Host (x86, ARM, ...)

~
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Hardware acceleration (SVM)
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This work: Synthesizable Verification Method (SVM)

* Adifferent approach: implement all co-simulation logic as synthesizable hardware

* Verification-data communication becomes on-chip wiring with no overhead

On-chip wiring
DUT REF

 Emulator, FPGA, etc  x86/ARM CPU
* 1~100 MHz e >>100MHz
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This work: Synthesizable Verification Method (SVM)

* Adifferent approach: implement all co-simulation logic as synthesizable hardware

* Verification-data communication becomes on-chip wiring with no overhead

On-chip wiring
DUT REF

 Emulator, FPGA, etc  x86/ARM CPU
* 1~100 MHz e >>100MHz

* Two challenges of implementing SVM
* Architecture: ensure hardware REF execution efficiency
* Coding: ensure hardware REF correctness and debuggability

18



Challenge #1: Hardware REF Execution Efficiency

* Co-simulation instruction throughput is limited by the slower of DUT and REF

* DUT: complex microarchitecture with high instruction execution efficiency
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Challenge #1: Hardware REF Execution Efficiency

* Co-simulation instruction throughput is limited by the slower of DUT and REF

* DUT: complex microarchitecture with high instruction execution efficiency

* REF: kept simple for reliability — how can its execution efficiency be improved?

DUT microarchitecture
complex design
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Key Technique #1: Hardware Reference Model (SRef)

 Workflow: DUT commits N instructions; SRef executes N instructions
and compares results

21



Key Technique #1: Hardware Reference Model (SRef)

 Workflow: DUT commits N instructions; SRef executes N instructions
and compares results

* Simple architecture: fully pipelined and non-blocking
* Expectation: SRef completes within N X pipeline_length cycles
* |f this holds, SRef can co-simulate with processors of any IPC

IMMU R~ FETCH P LAGU o DMMU # LOAD P SAGU A ARITH

1

PRIV » TRAP P COMMIT

* IMMU R FETCH p LAGU o DMMU P LOAD P SAGU A ARITH P PRIV P TRAP P COMMIT

Example: after the DUT commits 2 instructions,
SRef executes those 2 instructions through the pipeline stages



Key Technique #1: Main Pipeline of SRef (RCore)

* Problem #1: inter-instruction control/data hazards cause pipeline stalls

___________________________________________________________________________________________________________________________________

DUT{[ Instruction 1 ]

___________________________________________________________________________________________________________________________________

___________________________________________________________________________________________________________________________________

REF |

__________________________________________________________________________________________________________________________________
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Key Technique #1: Main Pipeline of SRef (RCore)

* Problem #1: inter-instruction control/data hazards cause pipeline stalls

* Approach: speculative execution using DUT information
* Use DUT results to guess first and verify later, eliminating dependencies

___________________________________________________________________________________________________________________________________

(
DUTE [ Instruction 1 ] [ Instruction 1
[ Instruction O [ Instruction O } .
REF : PC, PC 4t PC, .| Check
| I _____________ HL Instruction 1 } , Instruction 1
(a) Stalled due to control hazard (b) Speculative execution

__________________________________________________________________________________________________________________________________
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Key Technique #2: Cache System of SRef (RCache)

* Problem #2: structural hazards limit REF memory bandwidth

oo )

|

[ RCache ]
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Key Technique #2: Cache System of SRef (RCache)

* Problem #2: structural hazards limit REF memory bandwidth

* Approach: use DUT memory-access results to avoid redundant REF

Memory acCcess

* Equivalent: RCache stores only REF/DUT RAM differences
* DUT read: refill RCache by address
* DUT write: check matching block, evict it, and report mismatch on error

write
request

— o

oo )

read
response

read
request
1
RAM
[ J

1

>[ RCache ]
refill 5

evict & check 26



Challenge #2: REF Correctness and Debuggability

* Existing REF models are usually software ISA simulators; concise,
regular design helps ensure reliability and correctness
 E.g., C/C++ provides high-level data structures for description

Software description

Instruction

CSR

Constant

Operation

Logging

instruction templates (insns)

CSR base class csr t

riscv-opcodes
decode.h
stdio.h

WRITE RD(sext xlen(RS1 + RS2))
csr_t::verify permissions
csr_t::read

csr_t::write

#define MATCH ADD ©x33

get field/set field

printf, display
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Challenge #2: REF Correctness and Debuggability

* Existing REF models are usually software ISA simulators; concise,
regular design helps ensure reliability and correctness
 E.g., C/C++ provides high-level data structures for description

* Problem: lack efficient hardware descriptions for synthesizable REF

Software description

Instruction

CSR

Constant

Operation

Logging

instruction templates (insns)

CSR base class csr t

riscv-opcodes

decode.h
stdio.h

WRITE RD(sext xlen(RS1 + RS2))
csr_t::verify permissions
csr_t::read

csr_t::write

#define MATCH ADD ©x33

get field/set field

printf, display

?7?
?7?
?77?
?7?
?7?
?7?

?7?7?

28



Key Technique #3: Semantic Code Migration

* Idea: automatically migrate key ISA semantics from software REF
* Example: build an instruction-operation tree to migrate instruction functionality

WRITE RD % § StateTransition

! % % 4//////"\\\\\\\
sext xlen § g

: % % Xpr SValue

RS1 RS2
uop => uop.rsl + uop.rs2
WRITE RD(sext xlen(RS1 + RS2)) StateTransition(xpr, SValue(uop => uop.rsl + uop.rs2))

(a) Splke (b) ours

29



Key Technique #4: Synthesizable Debugging Primitives

* Software verification frameworks support assertions, error logs, counters, and
other basic debugging mechanisms

* Approach: REF converted into a standalone general-purpose CPU for debugging
* Raise errors using hardware assertions, result checks, etc., and switch REF state
* Verification mode: check correctness of DUT execution results

* Debug mode: debug the failure context after an error

mechanism

assertions assert hardware assertion extractor
error logs display, printf debug mode + UART
counters counter hardware counters
signal, sig_handler state controller and checker

exception handling
coredump state recorder

30



SVM Toolchain

* Implemented a synthesizable verification toolchain for RISC-V CPUs
e https://github.com/poemonsense/SVM
e https://github.com/OpenXiangShan/difftest/tree/svm

« Compatible with DiffTest user-side interfaces; takes over its
simulation logic
* Supports XiangShan, NutShell, and other configurations
* Supports RISC-V I/M/A/C/B extensions
* Supports M/S/U privilege modes and privileged operations
* Automatically parses semantics from Spike source code

31
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Evaluation: Approaching native simulation speeds

* Apply SVM to co-simulation verification of XiangShan and NutShell
* FPGA: NutShell with 512KB RCache reaches 60MHz, 10X faster than DiffTest
* Palladium: NutShell reaches 1.9MHz, matching native speed and 90% faster
than DiffTest

M Ideal speed m DiffTestspeed = SVM
2000

1500

1000

-1 ki
0

NutShell MinimalXiangShan XiangShan

ZHYM / p@aads uonejnwis
wnipejed



Thanks!

FRMIEAERLE LA

INSTITUTE OF COMPUTING TECHNOLOGY , CHINESE ACADEMY OF SCIENCES
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